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Management Summary

The ransomware attack against the British Library in late 2023 illustrates the growing vulnerability of cultural,
educational, and public-sector institutions to sophisticated cybercrime campaigns. While banks, healthcare
providers, and critical infrastructure are often seen as primary targets, this incident demonstrated that
organizations holding vast amounts of data and providing public services can be just as attractive to attackers.
The British Library case provides valuable lessons not only about the tactics and techniques of ransomware
groups, but also about resilience, crisis communication, and the wider implications of cybersecurity for
organizations whose missions extend beyond financial gain.

In October 2023, the British Library, one of the largest research libraries in the world, experienced a
ransomware intrusion later attributed to the Rhysida group. The attackers infiltrated its IT environment,
exfiltrated significant volumes of sensitive information, and executed encryption on critical systems. As a
result, core services—including the library catalog, digital collections, staff email, and user access portals—
were disrupted for months. The Library, an institution renowned for safeguarding centuries of cultural and
academic knowledge, found itself paralyzed in the digital age.

The scale of disruption was profound. Millions of users lost access to online services; researchers were unable
to consult digital materials; staff members were forced to revert to manual processes; and internal
administration was severely impacted. What made the attack particularly damaging was the combination of
service denial and data exposure. Rhysida not only encrypted systems but also published samples of
exfiltrated human resources files, contracts, and correspondence on its leak site. This “double extortion™ tactic
left the Library with limited options: even if it restored from backups, the reputational harm and potential
regulatory exposure from the data breach would persist.

From a strategic standpoint, the attack underlines three key realities:

1. No sector is immune. For years, cultural institutions were not seen as high-value ransomware targets. Yet
the British Library, like museums and universities, relies heavily on digital infrastructure and holds unique data.
The case dispels the myth that cybercriminals are only interested in financial institutions or healthcare. Any
organization with valuable data, reputational importance, or critical services is at risk.

2. Legacy infrastructure magnifies impact. Like many public-sector entities, the Library operated a complex
mix of modern and legacy systems. Recovery was slowed by technical debt, insufficient segmentation, and
challenges in quickly rebuilding services. This highlights the importance of modernization and investment in
resilient IT. Outdated systems not only provide entry points but also make restoration more painful.

3. Trust and reputation are as critical as operations. The Library’s brand is synonymous with trust,
knowledge, and continuity. A cyberattack that compromises this image has lasting consequences. Donors,
academics, partners, and the public may all question whether the institution can protect sensitive assets. For
many organizations, reputation loss may exceed direct financial damages.

The incident also provides important insights into risk management. From an operational perspective, the
attack revealed vulnerabilities in monitoring and detection. While suspicious activity had been present days
before encryption, the signals were not acted upon swiftly enough to prevent escalation. From a governance
perspective, the case underscores the need for board-level attention to cyber resilience. Leaders cannot assume
cybersecurity is purely an IT problem; it is a strategic business risk with legal, reputational, and regulatory
dimensions.

The British Library’s response involved isolating affected systems, publicly acknowledging the outage,
cooperating with the UK’s National Cyber Security Centre, and conducting forensic investigations. While



transparency was commendable, recovery was prolonged. Months later, many services were still partially
restored. This extended downtime demonstrates that ransomware is not a “one-week problem” but can cripple
organizations for quarters or longer. For executives elsewhere, this should be a wake-up call: recovery timelines
must be measured in months, not days, especially in environments with legacy systems.

From a regulatory standpoint, the breach of personal data triggered obligations under the UK’s Data
Protection Act and GDPR. Even if financial penalties are not severe, regulatory scrutiny adds complexity to
recovery and forces leadership to engage legal and compliance functions in incident response. The case
emphasizes that ransomware is as much a compliance and reputational event as it is a technical crisis.

For boards and senior leaders, the key lessons learned are clear:

o Invest in resilience before crisis hits. Offline, tested backups are vital but insufficient in the face of
data exfiltration. Modernization of infrastructure, network segmentation, and multi-factor authentication
must be prioritized.

e Prepare for the inevitability of attack. Incident response plans should be regularly tested, with clear
playbooks for executive communication, stakeholder engagement, and regulatory reporting.

o Embrace transparency. Concealing the scale of a ransomware incident rarely works in the era of leak
sites. Clear, timely communication helps preserve some level of trust.

o Elevate cyber to a board-level risk. Decisions about funding, modernization, and crisis management
cannot be left to IT departments alone. Executives and trustees must own cyber risk as part of enterprise
risk management.

e Use incidents to drive sector-wide change. Cultural and educational institutions often underinvest in
cybersecurity. The British Library case provides a rallying point for governments, donors, and sector
leaders to fund resilience.

Looking ahead, the British Library attack serves as a cautionary tale for all organizations that underestimate
their exposure to ransomware. It shows that disruption can last months, not weeks, and that the impact is not
limited to IT teams but affects the mission, reputation, and long-term sustainability of the institution. For
executives elsewhere, it is a call to action: to view cybersecurity not as a technical detail but as a foundation for
trust, continuity, and the organization’s ability to fulfill its mission in the digital era.



Background

The British Library is the national library of the United Kingdom and one of the largest libraries in the world,
with a collection exceeding 170 million items. Its holdings include centuries of historical manuscripts, rare
books, maps, newspapers, patents, and sound recordings. Beyond its physical collections, the Library has
invested heavily in digitization, making large portions of its catalog accessible to global audiences through
online services. Researchers, students, and the general public depend on these digital platforms for discovery,
access, and scholarly collaboration.

The institution operates from its flagship building at St Pancras in London and at additional sites across the UK.
Each year, millions of visitors physically access the library, while millions more interact digitally through the
catalog, online reading rooms, and various research services. As such, the British Library is not only a cultural
cornerstone but also a critical provider of digital knowledge infrastructure.

This reliance on IT infrastructure has grown steadily over the last two decades. What was once a primarily
physical archive has evolved into a hybrid environment, where digital services are central to the Library’s
mission. Internal staff systems manage acquisitions, cataloging, and preservation processes, while public-facing
systems support search, ordering, and remote access. The COVID-19 pandemic accelerated this digital
dependence as researchers increasingly relied on online resources. By 2023, digital continuity was essential to
the Library’s day-to-day operations and international reputation.

However, like many cultural and public-sector organizations, the Library faced challenges balancing
modernization with long-standing legacy infrastructure. Older cataloging systems, databases, and
administrative platforms remained in active use alongside more modern services. This coexistence of old and
new created uneven cybersecurity maturity: newer systems were often designed with more robust security
features, while older ones lacked proper segmentation, monitoring, or up-to-date patching. Maintaining
operational continuity across such a diverse environment is inherently complex, and this complexity created
exploitable gaps.

Funding constraints also shaped the risk landscape. Cultural and research institutions frequently receive limited
budgets for IT and cybersecurity compared to commercial enterprises. Resources tend to be directed toward
visible services—digitization projects, exhibitions, or user-facing innovations—while “invisible” security
investments are harder to justify. This context left the Library with less resilience than organizations in heavily
regulated sectors like finance or healthcare.

The value of the Library’s data extended beyond its cultural holdings. Sensitive personal and organizational
information was stored in internal systems: employee records, contracts, correspondence with researchers and
partners, and potentially embargoed research outputs. For attackers, such data provides both monetary and
reputational leverage. Exfiltration of staff data, for example, exposes individuals to identity theft while
simultaneously eroding trust in the institution.

The British Library’s symbolic role also magnified the stakes. As a trusted public institution representing the
UK’s intellectual and cultural heritage, any disruption had far-reaching consequences beyond technical
downtime. Service outages limited scholarly work, damaged public confidence, and risked long-term
reputational harm. In short, the Library was a valuable target not only for the economic potential of stolen data
but also for the visibility and impact of disrupting a national institution.

The combination of massive collections, reliance on digital infrastructure, legacy IT, limited security funding,
and high symbolic value created a perfect storm of vulnerability. These factors set the stage for the Rhysida
ransomware group’s attack in late 2023, which demonstrated how a determined threat actor could exploit such
conditions to maximize both disruption and pressure.



Incident Timeline

The British Library ransomware incident unfolded over several weeks in late 2023 and extended its impact well
into 2024. While the organization did not release all forensic details publicly, a combination of official
statements, media reporting, and observed attacker behaviors allows us to reconstruct a broad sequence of
events. This timeline illustrates how ransomware attacks typically evolve—from initial compromise to
prolonged recovery—and highlights the challenges cultural institutions face in regaining stability.

Chronology of Events

e Mid—October 2023 (Initial Compromise):
Unusual outbound traffic was detected from internal systems to suspicious external domains. At the
time, these signals did not trigger a full incident response, suggesting that attackers were able to operate
undetected in the environment for several days. The Rhysida group likely exploited either a vulnerable
public-facing system or leveraged stolen credentials via phishing.

e 20-24 October 2023 (Lateral Movement and Data Exfiltration):
Within days, attackers escalated privileges and began exfiltrating sensitive data from core systems.
Traffic logs indicate high-volume HTTPS sessions to external infrastructure not previously associated
with legitimate operations. By 24 October, encryption activity was observed on archive servers and file
storage systems, signaling the shift from stealthy infiltration to disruptive impact.

e 25 October 2023 (Detection and Escalation):
British Library staff identified large-scale service disruption across catalog and administrative systems.
The incident was escalated to internal IT security and national cybersecurity partners. Initial
containment steps were taken, including isolating compromised servers, restricting remote access, and
notifying leadership of a potential ransomware scenario.

o Early November 2023 (Public Disclosure):
On 2 November, the Library publicly acknowledged a “major technology outage” that affected multiple
services, including the online catalog, digital ordering, and reading room access. This transparency
marked the beginning of stakeholder communication and crisis management, though many details were
withheld pending forensic confirmation.

e November 2023 (Claim of Responsibility and Data Leak):
The Rhysida ransomware group claimed responsibility for the attack and published samples of stolen
data on its dark web leak site. Exposed information included human resources documents, internal
correspondence, and contracts. The release confirmed that the attackers had employed a dual-extortion
strategy, combining encryption with public exposure of sensitive files.

e December 2023 (Escalation of Pressure):
Additional data was published by Rhysida, expanding the scope of the breach and increasing
reputational damage. Staff concerns grew as HR-related files circulated online, and media coverage
intensified. The Library continued to face severe operational limitations, with many services still offline.

o Early 2024 (Prolonged Disruption):
Months after the initial intrusion, critical systems remained inaccessible. Researchers reported
significant difficulties accessing digital archives, while staff relied on manual processes to maintain
limited services. This underscored the scale of the rebuild effort and the complexity of recovering from a
ransomware incident in a legacy-rich IT environment.

e Mid 2024 (Partial Recovery):
Gradual restoration of services began as rebuilt systems came online with enhanced security measures.
The process involved replacing compromised infrastructure, segmenting networks, and improving
monitoring capabilities. While some digital access was restored, full recovery remained ongoing.



Key Takeaways from the Timeline

1.

2.

Detection Lag: Early signs of malicious activity were present but not acted upon quickly enough,
allowing attackers to entrench themselves.

Dual Extortion Pressure: Publication of sensitive staff data amplified the reputational and compliance
risks, extending the impact beyond technical recovery.

Prolonged Disruption: Recovery timelines were measured in months, not days, due to legacy
complexity and the breadth of affected systems.

Visibility Risk: As a national institution, the Library’s outage and data leak attracted widespread media
coverage, magnifying reputational consequences.

The timeline of the British Library incident illustrates that ransomware is not a discrete “moment in time” but a
multi-phase crisis: compromise, disruption, exposure, and recovery. Each phase presents unique challenges for
leadership, IT teams, and stakeholders, and the overall impact can last far beyond the initial encryption event.



Attack Vector & MITRE ATT&CK; Mapping

The precise entry vector for the British Library ransomware incident has not been publicly disclosed. However,
based on threat intelligence regarding the Rhysida ransomware group and typical behaviors observed in
comparable intrusions, it is possible to construct a reasoned hypothesis of the attack chain. What emerges is a
picture consistent with modern human-operated ransomware campaigns: stealthy infiltration, privilege
escalation, lateral movement, data theft, and disruptive encryption.

Initial Access

Rhysida operators are known to rely on phishing campaigns and exploitation of public-facing applications as
entry points. In the Library’s case, attackers may have exploited an unpatched vulnerability in a legacy web
application or gained access through compromised credentials harvested via phishing.

e MITRE Technique: Phishing for Credentials (T1566.001) or Exploit Public-Facing Application
(T1190).

Execution and Persistence
Once inside, adversaries likely executed malicious scripts or administrative tools to establish persistence.
Human-operated ransomware groups often rely on living-off-the-land binaries (LOLBins) such as

PowerShell, Windows Management Instrumentation (WMI), or scheduled tasks to maintain access.

e MITRE Techniques: Command and Scripting Interpreter (T1059), Scheduled Task/Job (T1053).

Privilege Escalation and Credential Access

With foothold established, Rhysida actors would have sought administrative credentials to expand control.
Common techniques include exploiting misconfigurations or using credential dumping tools such as Mimikatz.

e MITRE Techniques: Exploitation for Privilege Escalation (T1068), OS Credential Dumping (T1003).

Discovery and Lateral Movement

System and network reconnaissance are standard steps in ransomware operations. Attackers map the network,
identify valuable servers, and pivot laterally using stolen credentials. Remote Desktop Protocol (RDP) and SMB
are frequent channels for movement across Windows environments.

e MITRE Techniques: Network Service Scanning (T1046), Remote Services: RDP (T1021.001), Remote
Services: SMB/Windows Admin Shares (T1021.002).



Collection and Exfiltration
The most damaging element of the British Library incident was the exfiltration of sensitive data. Before
executing encryption, Rhysida actors selectively collected HR records, contracts, and correspondence. Data was

exfiltrated using encrypted HTTPS sessions to attacker-controlled infrastructure.

e MITRE Techniques: Data from Information Repositories (T1213), Exfiltration Over Web Services
(T1567.002), Exfiltration Over Encrypted Channel (T1041).

Impact — Encryption and Extortion
After exfiltration, the group deployed their ransomware payload to encrypt file servers, administrative systems,
and public-facing services. This step crippled operations while simultaneously pressuring the Library through

threats of further data leaks.

e MITRE Techniques: Data Encrypted for Impact (T1486), Inhibit System Recovery (T1490),
Exfiltration to Leak Site (T1657).

Summary of MITRE ATT&CK Mapping

| Phase [ Likely Technique(s) | MITREIDs |
|Initia1 Access HPhishing, Exploit Public-Facing Application HT1566.001 , T1190 ‘
|Execution HCommand & Scripting Interpreter HT1059 ‘
|Persistence HScheduled Task/Job HT1053 ‘
|Privilege EscalationHExploitation for Privilege Escalation HT1068 ‘
|Credentia1 Access HOS Credential Dumping HT1003 ‘
|Discovery HNetwork Service Scanning, System Discovery HT1046, T1082 ‘
|Latera1 Movement HRemote Services (RDP, SMB) HTIOZ 1.001, T1021 .002‘
|Collecti0n HData from Information Repositories HT1213 ‘
|Exﬁ1tration HEncrypted HTTPS, Exfiltration to Web ServicesHT1567.002, T1041 ‘
|Irnpact HData Encrypted for Impact, Leak Site Extortion HT1486, T1657, T1490 ‘
Implications

This mapping shows that the attack was not a single exploit but a chain of coordinated actions. Each stage—
from phishing or exploitation to encryption—represents an opportunity for detection and defense. The incident
underscores the importance of:

e Email and endpoint monitoring to detect initial access attempts.

e Privilege management to limit lateral movement.

o Network segmentation to prevent widespread impact.

o Data loss prevention (DLP) and egress monitoring to detect exfiltration before encryption occurs.



By aligning the British Library incident with MITRE ATT&CK, organizations can benchmark their own
defenses and identify coverage gaps in prevention, detection, and response.



Impact Assessment

The British Library ransomware incident had far-reaching consequences across multiple dimensions:
operations, data confidentiality, finances, reputation, and the wider public trust in cultural institutions. While the
Library continues to recover, the case demonstrates the broad spectrum of impact that ransomware can inflict on
organizations beyond traditional high-value sectors.

Operational Disruption

The most immediate and visible consequence was the severe disruption of day-to-day operations. Key digital
services—including the online catalog, ordering systems, staff email, and internal administration platforms—
were rendered unavailable. Researchers could not request items, reading room services were restricted, and
digitization workflows stalled.

Unlike private enterprises that may shift operations or rely on redundant infrastructure, the Library’s unique
mission meant that its digital services could not easily be replicated elsewhere. For months, staff were forced to
revert to manual processes, significantly slowing service delivery. This disruption hindered not only internal
efficiency but also the global academic community, which relies heavily on the British Library’s online
resources for research continuity.

The incident highlighted how digital dependence transforms cultural institutions: once considered “offline”
guardians of books and manuscripts, they are now as reliant on IT systems as banks or hospitals. The
operational disruption underscored the need for business continuity planning that treats cyber incidents on par
with natural disasters or physical crises.

Data Exposure and Confidentiality

A defining feature of this attack was the exfiltration of sensitive information. The Rhysida group published
samples of stolen data on its leak site, including:

e Human resources files (employment records, internal HR correspondence).
e Contracts and agreements with partners and vendors.
e Internal communications and administrative documents.

The exposure of staff data carried particular risks. Employees faced increased potential for identity theft,
phishing, and social engineering attacks. Beyond personal risk, the leaked HR documents became a reputational
issue for the Library as an employer, raising questions about its ability to protect staff information.

Furthermore, the compromise of contracts and correspondence risked eroding trust among external partners.
Universities, donors, and research institutions rely on confidentiality in their interactions with the Library. The
publication of such documents may deter future collaboration or require additional assurances and safeguards.



Financial Costs

The direct financial impact of the ransomware incident has not been disclosed in full, but costs likely stemmed
from:

o Incident response and forensics: engaging external cybersecurity firms and conducting detailed
investigations.

e System rebuilds: replacing compromised infrastructure, implementing new segmentation, and
upgrading monitoring capabilities.

o Extended downtime: loss of service availability reduces revenue from paid research services and
document supply operations.

o Legal and compliance costs: managing GDPR obligations, liaising with the Information
Commissioner’s Office, and addressing staff concerns.

Indirect financial costs are harder to quantify but equally significant. Reputational damage may lead to reduced
donations, lower external funding opportunities, and higher insurance premiums. For a publicly funded
institution, these costs may divert resources away from core missions like preservation and digitization.

Reputation and Trust

For an institution whose brand is built on safeguarding national heritage and knowledge, reputation is as critical
as technical resilience. The British Library is a trusted symbol of academic excellence and public service. The
ransomware incident undermined this perception in several ways:

e Public confidence: users questioned whether the Library could guarantee access to collections or
protect their data.

o Stakeholder relations: partners, donors, and government agencies scrutinized the Library’s
cybersecurity posture.

e Media coverage: national and international reporting amplified the narrative of vulnerability,
positioning the Library as a victim but also highlighting systemic weaknesses.

Rebuilding trust after such an event requires not only technical remediation but also sustained communication
efforts. Transparency about the incident and visible investments in security are essential to restoring credibility.

Sectoral Impact

The incident also had sector-wide implications. Cultural and educational institutions across the UK and abroad
observed the British Library case as a warning. Many of these organizations share similar characteristics: legacy
IT systems, constrained budgets, and reliance on digital services. The attack demonstrated that ransomware
groups are willing to target institutions outside the private sector if they perceive high-value data and
reputational leverage.

This ripple effect may prompt increased government attention and sector-wide initiatives to improve resilience.
For policymakers, the Library’s experience reinforces the argument that cybersecurity funding should be
prioritized for cultural and research institutions as much as for critical infrastructure operators.



Summary of Impact

e Operational Risk: Prolonged service disruption lasting months.

o Confidentiality Risk: Exposure of staff and partner data, with potential long-term consequences.

o Financial Risk: Significant recovery and compliance costs, plus indirect reputational and funding
impacts.

o Reputational Risk: Damage to trust among staff, partners, and the global academic community.

o Sectoral Risk: A cautionary precedent for cultural institutions worldwide.

The British Library case underscores that the impact of ransomware is multidimensional. Beyond encryption
and downtime, the combination of data exposure, reputational harm, and prolonged recovery magnified the
severity of the event. For leaders elsewhere, the lesson is clear: impact assessments must extend beyond IT
metrics to include strategic, financial, and reputational dimensions.



Response & Recovery

The British Library’s response to the ransomware incident illustrates both the complexity of managing a cyber
crisis in a public-sector cultural institution and the challenges of restoring operations in an environment
dominated by legacy IT systems. While transparency and cooperation with national cybersecurity authorities
were commendable, the recovery phase demonstrated that even well-prepared institutions may struggle with
prolonged outages when facing modern ransomware.

Immediate Response

Upon detection of widespread service disruption on 25 October 2023, the Library initiated containment
measures. IT teams isolated affected systems, restricted network access, and attempted to halt further spread of
the encryption payload. Critical systems—including the main catalog, digital ordering platform, and
administrative networks—were taken offline to prevent additional compromise.

This rapid shutdown was necessary but disruptive. While it limited the ransomware’s progression, it also meant
that large portions of the organization’s services became inaccessible overnight. Staff and users alike
experienced immediate operational paralysis. The decision reflects a difficult trade-off familiar to many
organizations: preserving evidence and containing malware often requires sacrificing availability.

Engagement with Authorities

The Library notified and began cooperating with the UK’s National Cyber Security Centre (NCSC), the
government body responsible for national-level cyber incidents. External forensic specialists were engaged to
determine the extent of compromise, assess the data exfiltration, and identify the attackers’ methods.
Coordination with law enforcement was also initiated, given the criminal nature of ransomware activity.

At the regulatory level, the Library had to report the breach of personal data to the Information
Commissioner’s Office (ICO) under GDPR requirements. This introduced additional complexity, as
compliance obligations ran in parallel with the technical containment and recovery efforts.

Public Disclosure and Communication

On 2 November 2023, the British Library issued a public statement acknowledging a “major technology
outage.” While details were limited, the announcement represented an early commitment to transparency. The
Library continued to provide periodic updates, explaining that recovery would be gradual and that external
experts were assisting.

However, communication challenges persisted. Many users expressed frustration at the limited functionality of
online services and the absence of clear recovery timelines. Balancing transparency with security considerations
proved difficult: revealing too much could aid attackers, while revealing too little risked eroding public trust.



Containment and Forensic Investigation

Forensic teams worked to identify the scope of compromised systems and the volume of data exfiltrated. As
with many ransomware cases, the attackers had deleted or altered logs to cover their tracks, complicating efforts
to determine the precise entry vector. Nevertheless, investigators were able to confirm that the Rhysida
ransomware group had both encrypted systems and exfiltrated sensitive HR and contractual data.

Containment measures included disabling remote access accounts suspected of compromise, applying
emergency patches to exposed applications, and implementing stricter access controls for privileged accounts.

Recovery Challenges
The recovery process was lengthy and resource-intensive. Several factors contributed to this:

1. Legacy IT Infrastructure: Older systems lacked modern recovery mechanisms and had limited
compatibility with new security tools. Rebuilding them required custom workarounds.

2. Data Integrity Concerns: Backups had to be carefully validated to ensure they were not compromised
before restoration.

3. Scale of Services: With millions of catalog entries and digital resources, restoring full functionality
required significant data validation and testing.

4. Resource Constraints: As a publicly funded institution, the Library had limited resources for rapid
infrastructure replacement compared to commercial organizations.

By mid-December 2023, partial recovery was achieved. Reading rooms reopened with limited functionality, and
some digital catalog services were gradually restored. Full service restoration extended into 2024 as systems
were rebuilt with enhanced security.

Strategic Recovery Measures

The Library used the crisis as an opportunity to strengthen its cybersecurity posture. Strategic measures
included:

o Network Segmentation: Implementing stricter separation between administrative, public-facing, and
archival systems.

o Enhanced Monitoring: Deployment of advanced endpoint detection and response (EDR) tools to
improve visibility.

e Identity Management: Adoption of multi-factor authentication (MFA) and privileged access
management for administrators.

e Communication Frameworks: Development of clearer protocols for stakeholder updates during crises.

Key Lessons from the Recovery

1. Transparency matters but must be balanced. Early communication helped preserve some public trust,
but incomplete details frustrated users.



2. Recovery is a marathon, not a sprint. Legacy IT environments require months, not days, to rebuild
after ransomware.

3. External cooperation is essential. Partnerships with NCSC, law enforcement, and external forensic
experts were critical.

4. Resilience investments pay dividends. Post-incident improvements in segmentation, monitoring, and
identity management will reduce future exposure.

In summary, the British Library’s response combined rapid containment, regulatory compliance, and public
transparency, but recovery was prolonged by legacy complexity and limited resources. For executives in
similar institutions, the case demonstrates that resilience is not only about backup systems but also about
modern infrastructure, tested playbooks, and clear communication strategies.



Lessons Learned

The British Library ransomware incident provides an invaluable opportunity to reflect on what organizations—
especially those in the cultural, educational, and public sectors—must learn from such crises. While each attack
is unique in its specifics, the patterns and shortcomings evident here echo across many ransomware events
worldwide. By dissecting the lessons, we can draw both tactical improvements for cybersecurity teams and
strategic imperatives for boards and leadership.

1. No Sector Is Exempt from Ransomware

For many years, ransomware groups primarily targeted healthcare providers, municipalities, and private
enterprises with obvious financial leverage. The British Library case underscores that cultural and research
institutions are equally vulnerable. Attackers are pragmatic: they target organizations where disruption will
cause maximum pressure, where reputational harm is significant, and where sensitive data can be monetized.

Executives must reject the belief that “we are not a target.” Any organization that holds large volumes of data,
has operational dependencies on IT, or has symbolic significance should assume it is within the threat
landscape. Sector-specific complacency is one of the most dangerous risk factors.

2. Legacy IT is a Critical Vulnerability

One of the clearest lessons from this incident is the cost of maintaining complex legacy systems alongside
modern infrastructure. In environments where cataloguing systems, administrative platforms, and digitized
archives have been developed over decades, patching and monitoring are often inconsistent. Legacy platforms
may not support modern security controls, and integrating them into current defences can be extremely difficult.

The British Library’s prolonged recovery illustrates how legacy systems complicate containment, restoration,
and resilience. Organizations must prioritize:

e Modernization: Decommission outdated systems where possible, replacing them with cloud-native or
modernized equivalents.

o Isolation: Where replacement is not possible, legacy systems should be segmented from critical
networks.

e Monitoring: Implement compensating controls, such as intrusion detection tuned to legacy protocols.

Investing in modernization is not a luxury but a risk reduction imperative. The cost of prolonged outages far
exceeds the expense of gradual IT renewal.

3. Backups Alone Are Insufficient

Historically, ransomware preparedness focused on the mantra: “Have good backups.” While backups remain
critical, the British Library attack demonstrates why they are not enough. The Rhysida group exfiltrated
sensitive data before encryption, employing a dual-extortion strategy. Even if the Library had flawless
backups, the reputational and compliance damage from leaked HR files and contracts could not be undone.



The lesson is clear: data protection must include both recovery and confidentiality. Organizations should:

e Regularly test backup restoration procedures.
o Encrypt sensitive data at rest and in transit to reduce exposure in case of theft.
e Minimize data retention to reduce the volume of material available to attackers.

4. Incident Response Must Be Practiced, Not Just Written

The Library’s immediate actions—isolating systems, engaging NCSC, and notifying the public—were correct
but revealed the pressure of decision-making under crisis conditions. Like many organizations, response plans
likely existed but had not been fully tested at scale.

Every institution should conduct regular tabletop exercises and simulations that include executives, legal
teams, communications, and IT staff. These rehearsals highlight gaps in decision-making, clarify
responsibilities, and reduce hesitation when an actual incident occurs. An untested plan is little better than no
plan.

5. Transparency and Communication Are Strategic Tools

One of the Library’s strengths was its willingness to communicate publicly about the incident. Early
announcements acknowledged disruption, and subsequent updates, though limited, kept stakeholders informed.
However, communication also became a source of tension, with users frustrated by vague timelines and
incomplete details.

The key lesson is that communication must be structured, transparent, and continuous:
e Provide regular updates, even if little has changed. Silence erodes trust.
o Use clear, non-technical language for the public while supplying detail to regulators and partners.

o Balance transparency with prudence—avoid disclosing forensic details that could aid attackers.

Organizations that handle communication well can preserve trust even during prolonged disruption.

6. Cybersecurity is an Enterprise Risk, Not an I'T Problem

The British Library case reinforces the idea that cybersecurity failures cascade far beyond IT. The incident had
consequences for legal compliance (GDPR), human resources (staff data), operations (service outages),
reputation (global media coverage), and funding (donor confidence).

Boards and leadership must therefore treat cybersecurity as an enterprise risk. This requires:
o Dedicated reporting of cyber risk at board level.

o Investment decisions that prioritize resilience, not just service innovation.
e Accountability frameworks where executives—not only IT managers—own cyber preparedness.



7. Cultural Institutions Need Sector-Wide Support

The British Library is not alone in its challenges. Museums, libraries, archives, and universities often face the
same issues: underfunded IT departments, reliance on legacy platforms, and lack of sector-specific threat
awareness. The attack demonstrates the need for collective resilience.

Recommendations include:

e Government funding programs to modernize IT in cultural institutions.
e Sector-wide information sharing through ISACs (Information Sharing and Analysis Centers).
o Collaborative training exercises that pool expertise across institutions.

Cybersecurity must be viewed as a shared responsibility within the cultural sector, not an individual challenge.

8. Long-Term Recovery is as Critical as Immediate Response

Finally, the Library’s experience highlights that recovery is a marathon, not a sprint. Months after the attack,
services were still being restored. For stakeholders, this reality can be frustrating, but it underscores the
importance of setting realistic expectations early.

Organizations should plan for staged recovery:

e Short-term: Contain, notify, communicate.
e Medium-term: Restore core services, validate data integrity.
e Long-term: Rebuild systems, implement new defenses, conduct cultural change.

Embedding resilience into recovery ensures that an organization emerges stronger rather than simply returning
to pre-incident vulnerabilities.

The British Library ransomware incident is not just a cautionary tale—it is a call to action. It demonstrates that
ransomware 1is no longer confined to profit-driven sectors but threatens any institution with valuable data,
digital dependency, and public trust at stake. The lessons are clear: modernization is essential, incident response
must be rehearsed, communication is critical, and leadership must own cybersecurity as a strategic risk.

By internalizing these lessons, organizations in all sectors—especially cultural and educational institutions—
can reduce the likelihood of prolonged disruption, protect sensitive data, and preserve the trust of the people
they serve.



Structural Recommendations

The British Library ransomware attack revealed deep structural issues in how cultural and public-sector
institutions approach cybersecurity. While tactical responses—such as patching vulnerabilities or improving
backups—are critical, they are not sufficient to address the long-term risks. Structural recommendations must
focus on building resilience into organizational design, governance, funding, and technology strategy. This
section outlines practical steps that leaders can implement to reduce exposure and improve readiness.

1. Modernize Legacy Infrastructure

Legacy IT remains one of the most significant risk factors. Many cultural institutions rely on decades-old
cataloging systems, administrative platforms, and digital archives that were never designed with security in
mind. To reduce risk, organizations should:

e Create an inventory of legacy systems. Identify systems past end-of-life or lacking vendor support.

e Prioritize decommissioning. Replace outdated platforms with modern, cloud-ready solutions where
feasible.

o Isolate critical legacy systems. When replacement is not immediately possible, apply strict network
segmentation, firewalls, and access controls.

o Implement compensating controls. Deploy intrusion detection and logging tools that specifically
monitor unusual activity around legacy systems.

Modernization requires sustained investment, but the cost of delayed action—as shown by the British Library’s
prolonged outage—can be far higher.

2. Strengthen Governance and Board Oversight

Cybersecurity cannot be left solely to IT departments. The attack demonstrated how a cyber incident affects
operations, compliance, finance, and reputation. Leaders should:

o [Establish board-level cyber risk reporting. Cybersecurity must be a standing agenda item for trustees
and executive committees.

o Define accountability. Assign clear responsibility for cyber resilience at executive level (e.g., CIO,
CISO, or equivalent).

o Integrate cyber risk into enterprise risk management (ERM). Treat ransomware with the same
seriousness as financial or operational risks.

o Conduct annual board training. Ensure trustees and executives understand the threat landscape and
their role in oversight.

This governance shift moves cybersecurity from a technical silo into an enterprise-wide concern.

3. Implement Sector-Wide Collaboration

Cultural and research institutions face common challenges: underfunding, legacy systems, and limited expertise.
Structural resilience will only be achieved through collaboration. Recommended actions:



o Establish a Cultural Sector ISAC (Information Sharing and Analysis Center). A dedicated platform
for sharing threat intelligence, incident experiences, and mitigation strategies.

e Coordinate with government cybersecurity agencies. Institutions should have formal liaison channels
with the NCSC (or equivalent) for rapid incident support.

o Joint training exercises. Regular sector-wide tabletop scenarios to improve readiness.

e Resource pooling. Smaller institutions may share cybersecurity staff, tools, or managed services.

A collaborative approach reduces duplication and ensures that lessons from one incident benefit the entire
sector.

4. Enhance Incident Response Readiness

The Library’s experience underscores the importance of rehearsed, practiced response. Structural improvements
should include:

e Develop comprehensive playbooks. Define step-by-step actions for containment, communication,
regulatory reporting, and recovery.

e Regular simulations. Conduct cross-departmental tabletop exercises at least twice per year, including
executives, legal, HR, and communications teams.

e Crisis communication planning. Pre-approve templates for public statements, staff notifications, and
regulator updates.

o Establish external partnerships. Pre-arrange contracts with forensic firms and legal counsel to avoid
delays during crises.

An untested plan leaves organizations vulnerable to hesitation and missteps when response speed is critical.

5. Prioritize Data Protection and Minimization

One of the most damaging elements of the attack was the exposure of sensitive HR and contractual data. To
reduce the impact of future breaches, institutions should:

o Apply strict data retention policies. Avoid storing unnecessary personal or contractual data beyond
legal requirements.
e Encrypt sensitive information. Ensure data at rest and in transit is encrypted using strong, modern

standards.

o Introduce data loss prevention (DLP) tools. Monitor outbound traffic for signs of large-scale
exfiltration.

e Regularly audit information repositories. Ensure sensitive documents are not stored in unsecured or
legacy platforms.

Minimizing the volume of sensitive data reduces the attacker’s leverage in dual-extortion scenarios.

6. Secure Funding for Cyber Resilience



Many cultural institutions struggle with limited IT budgets, often prioritizing visible services like digitization or
exhibitions over security. To change this dynamic:

e Advocate for dedicated cybersecurity funding. Lobby government bodies and donors to recognize
cybersecurity as a cultural preservation necessity.

o Integrate cyber resilience into grant requirements. Funders should include minimum security
standards in digital infrastructure projects.

e Adopt cost-sharing models. Institutions can jointly procure cybersecurity services to reduce expenses.

o Leverage insurance selectively. Cyber insurance may help offset costs but must not replace investment
in prevention.

Cybersecurity must be reframed as mission-critical infrastructure, not an optional expense.

7. Embed Security Culture Across the Organization
Technology alone cannot prevent ransomware. Structural resilience requires a cultural shift:

e Awareness programs. Train staff to recognize phishing, handle sensitive data, and report anomalies.

e Clear accountability. Ensure every department understands its role in safeguarding information.

o Reward proactive reporting. Encourage a culture where staff feel safe escalating concerns.

o Continuous improvement. Treat every incident—whether successful or not—as a learning opportunity.

Embedding security into everyday operations ensures that resilience is not just an IT function but an
organizational norm.

The British Library ransomware incident revealed that resilience depends on structural choices: modernizing
infrastructure, elevating governance, collaborating across sectors, and embedding security culture. Tactical
measures like backups and patching are necessary but not sufficient. To protect cultural heritage in the digital
age, institutions must adopt a systemic, long-term approach to cybersecurity.

By implementing these recommendations, organizations can not only reduce the risk of catastrophic disruption
but also demonstrate to stakeholders, regulators, and the public that they take their custodial responsibilities
seriously. In the context of national heritage, cyber resilience is not merely a technical goal—it is a matter of
safeguarding history, culture, and trust.
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