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1. Executive Summary 

Overview 

Since mid-July 2025, the global cybersecurity community has witnessed one of the most 

significant exploitation campaigns against Microsoft SharePoint in recent years. The operation, 

rapidly attributed to affiliates of the Warlock ransomware group, has combined sophisticated 

exploitation of previously unknown zero-day vulnerabilities with an aggressive 

Ransomware-as-a-Service (RaaS) deployment model. 

The exploitation chain, dubbed ToolShell, leverages multiple vulnerabilities in SharePoint 

Server, most prominently CVE-2025-53770 and CVE-2025-53771, to achieve unauthenticated 

remote code execution (RCE) on vulnerable servers. The campaign has quickly escalated into a 

global ransomware outbreak, compromising at least 148 organizations across 41 countries, 

with confirmed cases in critical national infrastructure (CNI), telecommunications, 

government institutions, energy providers, financial services, and healthcare organizations. 

Prominent victims include Colt Technology Services in the United Kingdom and Orange 

Belgium, both of which confirmed disruption and significant data loss. 

 

The Warlock Ransomware Group 

Warlock represents a new but highly organized ransomware collective that emerged in June 

2025 on the Russian-language RAMP forum, a known meeting place for RaaS operators and 

affiliates. Their public communications suggest confidence and aggression, with slogans such as 

“If you want a Lamborghini, contact us” signaling both bravado and a deliberate marketing 

approach designed to recruit affiliates. 

Unlike older groups that typically specialized in either ransomware development or access 

provision, Warlock appears to combine both in a vertically integrated RaaS model: 

• Access brokers identify and exploit vulnerabilities in high-value targets. 

• Affiliates rent the ransomware payload, handle exfiltration, and conduct negotiations. 

• Core operators maintain the malware, infrastructure, and leak sites. 

Warlock’s ransomware encrypts files with the “.x2anylock” extension and follows the now-

standard double extortion model: victims not only face encrypted files but also the threat of 

sensitive data being leaked if ransom demands are not met. This dual-pronged strategy increases 

pressure on victims to pay, regardless of whether they can restore data from backups. 
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Scale and Scope of Impact 

By early August 2025, security vendors and incident responders were tracking widespread 

exploitation of ToolShell vulnerabilities. Analysts identified ~400 compromised SharePoint 

servers worldwide, affecting approximately 148 unique organizations. 

The geographic distribution of victims highlights the global nature of this campaign: 

• Europe: Heavy concentration of victims, especially in the UK, Belgium, France, and 

Germany. 

• North America: Confirmed compromises in the United States, including government 

departments (Department of Energy, Homeland Security, Health & Human Services). 

• Asia-Pacific: Telecommunications and technology companies reported incidents, though 

some disclosures remain incomplete. 

• Middle East and Africa: Limited but confirmed exposure among energy and financial 

institutions. 

The sectoral distribution shows a deliberate focus on industries where downtime and data loss 

translate directly into high-impact outcomes: 

• Telecommunications: Disruption of backbone providers such as Colt has cascading 

effects on dependent services. 

• Government: Attacks against US federal agencies and EU ministries risk exposure of 

classified or sensitive citizen data. 

• Finance: Financial institutions face both regulatory penalties and reputational damage 

from customer data breaches. 

• Healthcare: Hospitals and clinics risk patient safety when medical records and 

operational systems are locked. 

• Energy: Energy firms, particularly those operating OT environments, face both cyber 

and physical risks from ransomware disruption. 

 

Attack Lifecycle (High-Level) 

The Warlock/ToolShell campaign has followed a structured attack lifecycle, highlighting the 

professionalization of ransomware affiliates: 

1. Initial Access 

o Exploitation of SharePoint zero-days (CVE-2025-53770, CVE-2025-53771). 

o Abuse of ASP.NET MachineKeys (ValidationKey and DecryptionKey) to 

manipulate __VIEWSTATE payloads. 

2. Execution & Persistence 

o Deployment of web shells (e.g., spinstall0.aspx) through SharePoint worker 

processes. 
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o PowerShell and encoded payloads executed for system reconnaissance and 

persistence. 

3. Privilege Escalation & Lateral Movement 

o Use of credential dumping tools such as Mimikatz. 

o Lateral movement through PsExec, Impacket, and WMI. 

o Abuse of Group Policy Objects (GPOs) for persistence and spread. 

4. Exfiltration & Impact 

o Exfiltration of large volumes of sensitive data via RClone. 

o Deployment of Warlock ransomware across enterprise environments, encrypting 

files with the .x2anylock extension. 

o Victims added to public data leak sites when ransom demands are not met. 

 

Nation-State Nexus 

While Warlock operates as a financially motivated RaaS, evidence points to the involvement of 

China-based advanced persistent threat (APT) groups. Microsoft has attributed portions of 

the ToolShell exploitation to Storm-2603, a China-linked actor that deployed both Warlock and 

LockBit ransomware in separate intrusions. 

This raises the possibility of a blended threat model, where nation-state actors exploit 

vulnerabilities for espionage or initial access, then hand over to financially motivated 

groups for monetization. This hybrid activity complicates attribution and increases the urgency 

for defensive measures, as espionage and financial ransomware may co-exist in the same victim 

environment. 

 

Implications for Organizations 

The Warlock campaign underscores several broader trends in the global cyber threat landscape: 

1. Zero-Day to Ransomware Pipeline 

o Previously, zero-day exploitation was primarily the domain of nation-states. 

Warlock’s campaign demonstrates how zero-day exploits can be commoditized 

and rapidly integrated into ransomware playbooks. 

2. Critical Infrastructure at Risk 

o By targeting telecoms, government, and energy sectors, Warlock affiliates show a 

willingness to disrupt essential services. This marks an escalation from 

opportunistic ransomware to strategic targeting of CNI. 

3. Global Interconnectedness 

o Attacks against providers like Colt ripple across dependent organizations and 

customers, highlighting the systemic risk of supply chain dependencies. 

4. Hybrid Adversaries 
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o The collaboration (or at least parallel activity) between Warlock affiliates and 

China-based espionage groups represents a fusion of state and criminal tactics. 

This blurring of lines challenges both legal frameworks and operational defenses. 

 

Strategic Outlook 

Over the next 12–24 months, we expect: 

• Increased adoption of ToolShell exploits by other ransomware groups as PoCs are 

leaked or sold. 

• Copycat campaigns targeting other enterprise collaboration platforms, given the success 

against SharePoint. 

• Tactical innovation in data exfiltration and leak site operations, as Warlock seeks to 

differentiate from competitors like LockBit and Black Basta. 

• Greater regulatory scrutiny, particularly in the EU and US, requiring organizations to 

demonstrate rapid patching and incident reporting under frameworks like NIS2. 

 

Key Takeaways 

• Warlock is not “just another ransomware group.” Its rapid operational tempo, 

integration of zero-days, and possible ties to nation-state actors elevate it into the 

category of strategic threats to national and economic security. 

• Organizations running on-premises SharePoint are at high risk and must immediately 

patch, rotate keys, and conduct forensic reviews to confirm compromise. 

• The campaign highlights the increasing professionalization of ransomware-as-a-

service ecosystems, where affiliates can rent advanced tooling previously only available 

to nation-states. 

• The impact of Warlock’s campaign goes beyond individual victims, representing a 

systemic risk to interconnected economies and critical services. 
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2. Threat Actor Overview 

Warlock Ransomware Group 

The Warlock ransomware group represents one of the most significant new entrants to the 

cybercriminal landscape in 2025. First observed in June 2025 on the Russian-language 

underground forum RAMP, Warlock quickly established itself as a credible and aggressive actor 

within the ransomware ecosystem. Their public debut was not a low-profile event but rather a 

calculated display of confidence, featuring provocative messaging designed to draw attention and 

attract affiliates. Statements such as “If you want a Lamborghini, contact us” were deliberately 

chosen to convey wealth, power, and exclusivity, traits often used in criminal marketing to 

recruit ambitious partners. 

From the outset, Warlock has positioned itself as a Ransomware-as-a-Service (RaaS) 

operation, adopting a business model that has become the standard in the ransomware economy. 

Under this model, the group provides affiliates with access to its ransomware payload, 

infrastructure, and data-leak platforms, while affiliates are responsible for gaining access to 

targets, executing attacks, and conducting ransom negotiations. In exchange, Warlock operators 

typically take a percentage cut of ransom payments, often ranging between 20–30%, depending 

on the arrangement. This model lowers the barrier to entry for cybercriminals while allowing 

core operators to scale their impact without directly conducting every attack. 

Affiliates and Recruitment 

On forums like RAMP, Warlock actively recruits affiliates by promoting its ransomware as both 

effective and profitable. Posts often highlight features such as: 

• Fast encryption speed and compatibility with Windows enterprise environments. 

• Strong obfuscation and anti-detection techniques to bypass endpoint defenses. 

• Built-in support for double extortion, including automated upload of exfiltrated data to 

staging servers and integration with their leak site. 

• Custom negotiation portals for victims, designed to streamline communication and 

maximize ransom recovery. 

These features suggest a mature software development capability behind the operation, 

differentiating Warlock from less sophisticated, copycat groups. Analysts believe that the 

professionalism of the Warlock platform indicates either experienced operators with prior 

ransomware backgrounds or a direct lineage from an older, established group. 
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Possible Lineage: Links to Black Basta 

Cyber threat intelligence analysts have raised strong suspicions that Warlock may be either a 

splinter group or rebrand of Black Basta, one of the most notorious ransomware collectives 

active since 2022. Several indicators support this hypothesis: 

1. Overlap in Affiliate Networks – Some of the same initial access brokers previously 

associated with Black Basta appear to be advertising or collaborating with Warlock. 

2. TTP Similarities – Both groups rely heavily on PowerShell-based scripts, credential 

theft via Mimikatz, and lateral movement using PsExec and Impacket. 

3. Negotiation Style – Early victim accounts of Warlock negotiations show similar tone, 

escalation tactics, and ransom payment structures compared to Black Basta cases. 

4. Timing – Black Basta activity appeared to decline sharply in mid-2025, coinciding with 

Warlock’s emergence. This pattern of “sunsetting” one brand and launching another is 

common in the ransomware ecosystem, as it allows operators to escape law enforcement 

pressure and reputational baggage. 

Although definitive attribution is difficult in the cybercriminal world, the weight of evidence 

strongly suggests that Warlock’s leadership and technical infrastructure may be directly tied to 

individuals with Black Basta heritage. 

Ransomware Characteristics 

Warlock ransomware exhibits a number of technical and operational characteristics consistent 

with modern enterprise ransomware campaigns: 

• File Encryption: Upon execution, the malware encrypts files using a hybrid approach 

(likely AES + RSA) and appends the extension “.x2anylock” to impacted files. 

• Double Extortion: Warlock does not rely solely on encryption to pressure victims. 

Affiliates are trained and equipped to exfiltrate large data volumes prior to detonation. 

Sensitive files—such as financial records, intellectual property, and personal 

information—are uploaded to attacker-controlled servers. Victims are then threatened 

with public exposure on Warlock’s leak site if they fail to pay. 

• Customization: Each ransomware build appears to be tailored to the affiliate, with 

configuration options for ransom note text, C2 endpoints, and encryption targets. This 

modular design makes it harder for defenders to detect patterns across campaigns. 

• Automation: The payload includes features to disable shadow copies, delete recovery 

points, and terminate security services, maximizing the damage of the encryption phase. 

In addition, Warlock has invested in user experience for criminals: affiliates are provided with 

documentation, support channels, and ready-to-use negotiation platforms. These refinements 

highlight the industrialization of cybercrime, where the distinction between criminal 

operations and legitimate SaaS businesses is increasingly blurred. 
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Associated Nation-State Actor: Storm-2603 

One of the most alarming aspects of the Warlock campaign is the reported involvement of state-

sponsored actors in its initial phases. Microsoft has publicly attributed exploitation of the 

ToolShell zero-day chain to a group it tracks as Storm-2603, a China-based advanced 

persistent threat (APT). 

Storm-2603 is known for conducting sophisticated exploitation of enterprise software, typically 

for espionage purposes. However, in this case, analysts observed the group deploying Warlock 

ransomware following initial compromise. This raises two possible interpretations: 

1. Direct Collaboration – Storm-2603 may be directly collaborating with Warlock 

affiliates, either by selling access or by conducting “moonlighting” operations where 

state-sponsored actors also pursue financial gain. 

2. Opportunistic Handoff – Alternatively, Storm-2603 may have conducted initial 

exploitation for intelligence collection, after which access was resold or leaked to 

financially motivated actors. 

Both scenarios are concerning. If Storm-2603 is directly enabling Warlock, it would represent a 

rare but highly consequential fusion of state and criminal operations, blurring the traditional 

line between espionage and cybercrime. If access resale is occurring, it highlights the value of 

zero-day exploitation chains on underground markets, where nation-state actors and criminal 

groups interact more closely than previously assumed. 

 

Strategic Significance 

The emergence of Warlock, combined with its potential ties to Black Basta and Storm-2603, 

underscores several strategic realities in today’s cyber threat environment: 

• Professionalization of Cybercrime: Warlock’s structured RaaS program, affiliate 

recruitment, and polished infrastructure reflect the ongoing industrialization of 

ransomware. 

• Nation-State and Criminal Convergence: Whether through cooperation or 

opportunism, the Warlock campaign shows that espionage actors and ransomware 

groups can operate in the same ecosystems. 

• Escalation of Ransomware Tactics: The integration of zero-day exploits into 

ransomware operations represents a major escalation, as it allows attackers to bypass 

traditional patch-based defenses and strike even hardened targets. 

• Long-Term Threat: Given its early success and visibility, Warlock is likely to remain a 

prominent threat actor for the foreseeable future, with a growing affiliate base and 

expanding toolkit. 
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3. Attack Lifecycle & TTPs 

Tactics, Techniques, and Procedures (TTPs) 

The Warlock ransomware campaign exploiting the ToolShell zero-day vulnerabilities in 

Microsoft SharePoint illustrates a highly structured and professional attack lifecycle. This 

lifecycle maps closely to the MITRE ATT&CK framework, spanning from initial access to 

impact, and provides valuable insights into how affiliates and supporting actors conduct 

operations at scale. 

Unlike opportunistic ransomware infections of the past, Warlock affiliates employed a multi-

stage intrusion framework characterized by stealth, persistence, and deliberate exploitation of 

enterprise trust relationships. Below, each stage is analyzed in detail. 

 

3.1 Initial Access 

The first and most critical step in the Warlock campaign was exploitation of multiple zero-day 

vulnerabilities in Microsoft SharePoint, collectively referred to as ToolShell. 

• CVE-2025-49704, CVE-2025-49706, CVE-2025-53770, and CVE-2025-53771: These 

vulnerabilities allowed unauthenticated remote code execution against vulnerable 

SharePoint servers. Exploitation required no valid credentials, making it particularly 

attractive to attackers scanning the internet for exposed endpoints. 

• Technique: Exploit Public-Facing Application (T1190): The attackers leveraged flaws 

in SharePoint’s ASP.NET handling of serialized __VIEWSTATE objects. By stealing or 

forging ASP.NET MachineKeys (ValidationKey and DecryptionKey), they crafted 

malicious payloads that were trusted by the SharePoint environment. 

• Observed Behavior: In multiple cases, malicious requests were delivered through 

w3wp.exe processes (IIS worker processes), resulting in the execution of attacker-

controlled payloads. 

This stage demonstrates nation-state-level sophistication in exploit development. Warlock’s 

rapid operationalization of these zero-days suggests either direct collaboration with an advanced 

actor (such as Storm-2603) or access to exploit kits developed by state-sponsored groups. 

 

3.2 Execution & Persistence 

Once initial code execution was achieved, attackers prioritized persistence and command 

execution capabilities: 
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• Web Shell Deployment: Attackers uploaded ASPX-based web shells such as 

spinstall0.aspx. These files were placed in SharePoint directories accessible via 

HTTP/S, enabling persistent remote access. 

o Technique: Web Shell (T1505.003) 

o Purpose: Maintain control even after service restarts and patch deployment. 

• PowerShell Abuse: After establishing web shell access, attackers executed encoded 

PowerShell commands to conduct reconnaissance, deploy tools, and create additional 

persistence mechanisms. 

o Technique: Command & Scripting Interpreter (T1059.001) 

o PowerShell provided flexibility for fileless malware deployment, registry 

modifications, and lateral execution. 

• Credential Harvesting for Persistence: Attackers collected cached credentials and 

authentication tokens, ensuring they could re-enter the environment even if the initial 

vulnerability was patched. 

This persistence strategy ensured that even if defenders detected and closed the zero-day 

exploitation vector, the attackers could maintain long-term access. 

 

3.3 Privilege Escalation & Lateral Movement 

With initial footholds secured, Warlock affiliates focused on expanding access and achieving 

domain-level control: 

• Credential Dumping: 

o Tool: Mimikatz was used extensively to extract plaintext credentials, NTLM 

hashes, and Kerberos tickets from compromised machines. 

o Technique: Credential Dumping (T1003) 

o Stolen credentials were critical for elevating privileges and moving laterally. 

• Lateral Movement Tools: 

o PsExec (Sysinternals tool) enabled remote execution of binaries across servers. 

o Impacket (open-source toolkit) provided custom SMB and remote service abuse. 

o Windows Management Instrumentation (WMI) was leveraged for stealthier, 

fileless remote code execution. 

o Technique: Remote Services (T1021.002, T1047) 

• Abuse of Group Policy Objects (GPOs): 

o Attackers modified or created GPOs at the domain level, ensuring payloads were 

deployed to multiple systems simultaneously. 

o This method not only facilitated rapid ransomware propagation but also provided 

resilience against remediation efforts. 

This phase reflects a deep understanding of Active Directory environments and enterprise 

trust relationships. By embedding themselves at the domain controller and GPO level, Warlock 

ensured widespread reach across victim organizations. 
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3.4 Exfiltration 

Unlike early ransomware campaigns that focused solely on encryption, Warlock affiliates 

adhered to the double extortion model, prioritizing large-scale data theft before encryption: 

• Exfiltration Tools: 

o RClone, an open-source command-line utility, was the primary exfiltration 

mechanism. 

o RClone supports cloud storage services such as Google Drive, Mega, and 

Dropbox, making it easy to blend in with legitimate traffic. 

o Custom scripts automated the staging and transfer of data. 

• Technique: Exfiltration Over Web Services (T1567.002) 

• Observed Data Types: 

o Personally identifiable information (PII), including employee and customer 

records. 

o Financial data, contracts, and internal strategy documents. 

o Infrastructure details such as network diagrams and configuration files. 

This phase was critical in building leverage for ransom negotiations. Victims were threatened not 

only with operational disruption but also with reputational and regulatory consequences from 

leaked data. 

 

3.5 Impact 

The final phase of the Warlock attack lifecycle involved the detonation of the ransomware 

payload and the public shaming of victims: 

• Ransomware Deployment: 

o Payloads were deployed broadly across compromised networks using GPOs, 

PsExec, and other lateral distribution methods. 

o Encrypted files were appended with the “.x2anylock” extension. 

• Destruction of Backups: 

o Shadow copies and backup files were systematically deleted, reducing recovery 

options. 

o Security services were disabled to prevent automated defenses from halting 

encryption. 

• Leak Site Publication: 

o Victims unwilling or unable to pay were listed on Warlock’s dedicated leak site, 

where stolen data was gradually published. 

o This “naming and shaming” tactic is designed to maximize reputational and 

regulatory pressure. 
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• Technique: Data Encrypted for Impact (T1486) 

The combination of widespread encryption and public data leaks elevated the psychological 

pressure on victims, leaving many organizations with little choice but to engage in ransom 

negotiations. 

 

3.6 Observed TTPs Summary 

Phase MITRE ATT&CK Technique Observed Activity 

Initial Access 
Exploit Public-Facing Application 

(T1190) 

Exploitation of SharePoint zero-days 

(ToolShell). 

Execution & 

Persistence 

Web Shell (T1505.003), 

PowerShell (T1059.001) 

Deployment of spinstall0.aspx; 

encoded PowerShell payloads. 

Privilege 

Escalation 
Credential Dumping (T1003) Mimikatz used to harvest credentials. 

Lateral 

Movement 

Remote Services 

(T1021.002/T1047) 

PsExec, Impacket, WMI leveraged for 

domain-wide spread. 

Exfiltration 
Exfiltration Over Web Services 

(T1567.002) 
RClone used to upload stolen data. 

Impact 
Data Encrypted for Impact 

(T1486) 

Deployment of Warlock ransomware 

(.x2anylock). 

 

3.7 Strategic Implications of TTPs 

The observed lifecycle provides several critical insights: 

1. Zero-Day Integration: The use of fresh zero-days in SharePoint underscores the 

increasing commoditization of advanced exploits within ransomware campaigns. 

2. Domain-Wide Control: By leveraging GPOs, Warlock ensured that entire enterprise 

networks could be impacted simultaneously, magnifying both disruption and ransom 

leverage. 

3. Operational Maturity: The deliberate sequence of persistence, credential harvesting, 

exfiltration, and encryption reflects nation-state level tradecraft applied to financially 

motivated crime. 

4. Long-Term Threat: Even if encryption is blocked, the theft and publication of sensitive 

data guarantee long-lasting impacts, from reputational damage to regulatory fines. 
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4. Impact Assessment 

4.1 Scale of Compromise 

The Warlock campaign represents one of the most significant SharePoint exploitation-driven 

ransomware outbreaks recorded to date. Security firms and incident responders have identified 

at least 400 compromised servers across ~148 organizations in 41 countries. These figures 

continue to evolve as more organizations conduct forensic investigations and disclose incidents, 

suggesting the true scale may be considerably higher. 

Several characteristics underscore the magnitude of this campaign: 

• Geographic Breadth: Victims have been identified in North America, Europe, Asia-

Pacific, and the Middle East, reflecting the global footprint of Microsoft SharePoint in 

enterprise and government environments. 

• Multi-Sectoral Reach: Unlike ransomware campaigns that focus on a single vertical, 

Warlock has cast a wide net, deliberately targeting organizations across multiple critical 

sectors. 

• Supply Chain Exposure: Attacks against service providers (such as telecommunications 

firms) introduce cascading risks that extend well beyond the immediate victims. 

This scale places the Warlock campaign in the same category as previous large-scale 

ransomware crises, such as WannaCry (2017) and NotPetya (2017), though the deliberate 

targeting and double extortion model represent an evolutionary leap in sophistication. 

 

4.2 Sector-Specific Impacts 

 

Telecommunications 

The telecommunications sector has emerged as one of the most heavily impacted verticals. 

High-profile cases such as Colt Technology Services illustrate the potential systemic 

consequences. Colt confirmed the theft of hundreds of gigabytes of sensitive data, including: 

• Employee personal and financial records. 

• Customer contracts and service-level agreements. 

• Network architecture documents. 

Given that telecommunications providers form the backbone of digital infrastructure, attacks 

against this sector can trigger secondary disruptions affecting government agencies, financial 

institutions, and healthcare providers that rely on telecom services. 
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The Warlock campaign highlights the vulnerability of telecom firms as both direct victims and 

as amplifiers of systemic risk across interconnected economies. 

Government 

Government organizations in at least five countries have been confirmed as victims, with 

particular focus on the United States and European Union member states. For example: 

• In the United States, the Department of Energy, Department of Homeland Security, 

and Department of Health and Human Services were targeted via exposed SharePoint 

servers. 

• Within the EU, several ministries reported compromises, although official disclosures 

remain limited due to national security concerns. 

The exposure of sensitive government data has far-reaching implications: 

• National Security Risks: Stolen documents may include classified or sensitive 

operational material. 

• Diplomatic Fallout: Governments affected by Chinese-linked exploitation may reassess 

their cyber defense and international posture. 

• Public Trust Erosion: Repeated ransomware incidents against public sector entities 

erode confidence in government cybersecurity readiness. 

 

Financial Services 

The financial services sector has long been a prime target for cybercriminals due to the direct 

monetization potential of stolen data. In the Warlock campaign, several banks, insurance 

companies, and investment firms reported intrusions. 

Observed impacts include: 

• Theft of customer databases containing sensitive personal and financial information. 

• Exposure of internal financial models and risk assessments. 

• Operational disruptions to customer portals and digital services. 

The financial sector faces a double burden: 

• Regulatory Risk: Under frameworks such as GDPR (EU) and GLBA (US), institutions 

face steep fines for data breaches. 

• Reputational Damage: Loss of customer trust can have long-term business 

consequences, particularly in retail banking and insurance. 
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Healthcare 

Healthcare providers remain one of the most vulnerable sectors to ransomware due to their 

reliance on continuous availability of patient records and clinical systems. In this campaign, 

multiple hospitals and research centers across Europe and North America were affected. 

Impacts include: 

• Disruption of Electronic Health Record (EHR) systems, delaying care delivery. 

• Theft of protected health information (PHI), increasing risks of identity theft and 

fraud. 

• Exposure of sensitive research data, particularly in biomedical and pharmaceutical 

fields. 

The stakes in healthcare ransomware incidents are uniquely high: beyond financial or 

reputational consequences, patient safety is directly at risk. This reality often compels 

healthcare providers to consider ransom payments, despite law enforcement guidance to the 

contrary. 

 

Energy 

The energy sector is a critical target in the Warlock campaign, with several European and 

Middle Eastern providers identified as victims. These attacks highlight the dual cyber-physical 

risk: 

• Operational Impact: Disruption of enterprise IT systems can affect scheduling, billing, 

and logistics for power and fuel distribution. 

• Security Risk: Theft of engineering diagrams or OT/ICS network configurations creates 

opportunities for follow-on attacks targeting physical infrastructure. 

The geopolitical significance of energy infrastructure means that attacks attributed to China-

linked actors raise concerns about a blend of espionage and financial motives, blurring the line 

between cybercrime and statecraft. 

 

4.3 Confirmed Victims 

Two confirmed cases highlight the scale and impact of Warlock’s campaign: 

• Colt Technology Services (United Kingdom) 

o Date of incident: 12 August 2025. 

o Attack vector: Exploitation of SharePoint CVE-2025-53770. 
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o Impact: Theft of hundreds of gigabytes of sensitive data, including employee 

records, contracts, and financial information. 

o Consequences: Temporary disruption of services, reputational harm, and likely 

regulatory investigations under UK and EU frameworks. 

• Orange Belgium 

o Date of disclosure: 16 August 2025. 

o Impact: Data exfiltration confirmed, with Orange added to Warlock’s victim leak 

site. 

o Consequences: Pending investigation; customer and regulatory notifications 

expected. 

These examples serve as case studies of how Warlock’s affiliates select, exploit, and monetize 

high-value targets. 

 

4.4 Strategic Consequences 

The Warlock campaign has several strategic-level impacts that extend beyond individual 

victims: 

1. Systemic Risk Amplification 

o Attacks on telecom and energy providers introduce ripple effects across 

dependent industries, raising concerns about cross-sectoral critical 

infrastructure resilience. 

2. Escalation of Zero-Day Ransomware 

o The integration of fresh zero-day exploits into ransomware campaigns represents 

a new high-water mark for criminal capability. This shifts the balance between 

attackers and defenders, as patching cannot protect against vulnerabilities that 

have not yet been disclosed. 

3. Regulatory Pressure 

o In the EU, under NIS2, and in the US under CIRCIA, affected organizations are 

required to disclose significant incidents. This may accelerate regulatory 

enforcement and penalties against firms with poor patch management practices. 

4. Insurance Market Impact 

o The scale of the campaign will likely drive cyber insurance premiums upward, 

with some providers excluding coverage for zero-day-driven ransomware attacks. 

5. Geopolitical Dimensions 

o The suspected involvement of China-linked Storm-2603 raises the specter of 

state-enabled ransomware, complicating international responses and cyber 

diplomacy. 
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4.5 Key Takeaways 

• The Warlock campaign has affected at least 148 organizations in 41 countries, with 

telecom, government, finance, healthcare, and energy sectors most impacted. 

• Confirmed victims such as Colt Technology Services and Orange Belgium illustrate the 

dual risk of operational disruption and sensitive data leakage. 

• The campaign represents a strategic escalation in ransomware operations, combining 

zero-day exploits with industrial-scale double extortion. 

• Systemic, regulatory, and geopolitical consequences are expected to persist long after the 

initial wave of infections is remediated. 
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5. Sector-Specific Threat Analysis 

The Warlock ransomware campaign exploiting the ToolShell zero-day vulnerabilities in 

Microsoft SharePoint has demonstrated a multi-sectoral impact, affecting organizations across 

the telecommunications, government, financial services, healthcare, and energy sectors. Each 

vertical experienced unique consequences aligned with its operational dependencies, data 

sensitivity, and resilience capabilities. This section provides a detailed analysis of sector-specific 

threats, drawing on observed incidents, historical patterns, and strategic projections. 

 

5.1 Telecommunications Sector 

Overview 

The telecommunications industry was one of the primary targets in the Warlock campaign. 

This sector is inherently attractive to ransomware operators for several reasons: 

• Critical infrastructure role: Telecommunications providers underpin connectivity for 

governments, businesses, and individuals. 

• High-value data repositories: Customer information, billing systems, and 

interconnection contracts represent valuable leverage in extortion schemes. 

• Systemic risk amplification: A single successful compromise can ripple across entire 

economies due to dependencies on core telecom infrastructure. 

Case Example: Colt Technology Services 

On 12 August 2025, Colt Technology Services, a UK-based telecom provider with global 

operations, was confirmed as a victim of Warlock. The attack involved exploitation of CVE-

2025-53770, leading to exfiltration of hundreds of gigabytes of sensitive data. Stolen data 

reportedly included: 

• Employee records and HR files. 

• Customer contracts, including multinational corporate clients. 

• Financial performance documents. 

• Technical network schematics. 

The scale of the data breach raised concerns not only for Colt but also for its clients, who faced 

secondary risks from the exposure of confidential agreements and infrastructure details. 

Threat Dynamics 

• Operational Disruption: While core telecom services remained functional, 

administrative systems and customer-facing platforms experienced downtime, illustrating 
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the disruptive potential of ransomware even without direct impact to switching/routing 

systems. 

• Customer Exposure: Stolen customer contracts and billing data create downstream risks 

of fraud, corporate espionage, and reputational harm. 

• Regulatory Pressure: Under EU’s NIS2 Directive, telecom providers face significant 

penalties for failures in incident prevention, detection, and reporting. 

Strategic Outlook 

Telecom operators will continue to face heightened risk from ransomware groups because of 

their dual value as targets and amplifiers of systemic disruption. Warlock has highlighted that 

even highly resourced providers with strong defenses remain vulnerable when exposed to zero-

day exploitation. 

 

5.2 Government Sector 

Overview 

The Warlock campaign’s impact on the government sector is particularly alarming given the 

sensitivity of data at stake and the implications for national security. Government ministries and 

agencies were directly affected in both the United States and European Union member states. 

Confirmed Incidents 

• United States: The Department of Energy, Department of Homeland Security, and 

Department of Health and Human Services were identified among victims, according to 

public disclosures and press reports. These agencies hold mission-critical data, including 

cybersecurity defense plans, infrastructure oversight, and healthcare policy. 

• European Union: Multiple ministries reported compromises, though details remain 

limited due to confidentiality. Evidence indicates that ministries in Germany and France 

were among those affected. 

Threat Dynamics 

• National Security: Exfiltrated documents may include defense-related materials, 

procurement data, and communications intelligence. Even partial exposure of such data 

poses severe risks. 

• Espionage Overlap: The involvement of Storm-2603, a China-based APT, suggests that 

ransomware attacks may have been preceded by or combined with espionage-oriented 

data theft. This raises the prospect of dual-purpose operations: one branch of activity 

monetizes the intrusion, while another supports geopolitical objectives. 

• Public Confidence: High-profile ransomware incidents against government institutions 

undermine citizen trust in public administration and digital governance frameworks. 
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Strategic Outlook 

Governments face a dual challenge: 

1. Strengthening their own cyber resilience in the face of advanced ransomware 

campaigns. 

2. Developing international norms and diplomatic responses to state-linked ransomware 

activity. 

Warlock’s targeting of ministries demonstrates that government data is no longer shielded by 

assumptions of “low value” to ransomware groups. Instead, sensitive government documents 

have become bargaining chips in high-stakes ransom negotiations. 

 

5.3 Financial Services Sector 

Overview 

The financial services industry has long been a high-value target for cybercriminals. With vast 

amounts of sensitive personal and transactional data, strict regulatory frameworks, and critical 

dependencies on digital platforms, financial institutions present both opportunities and risks for 

attackers. 

Observed Impacts 

In the Warlock campaign, multiple banks, insurance providers, and investment firms reported 

compromises. These incidents highlighted key risks: 

• Theft of customer databases containing names, account numbers, and transaction 

histories. 

• Exposure of sensitive financial models and risk assessments. 

• Operational disruption of digital banking services during recovery efforts. 

Threat Dynamics 

• Data Sensitivity: Financial data is a prime commodity on underground markets, fueling 

identity theft, fraud, and money laundering operations. 

• Regulatory Burden: Institutions face obligations under GDPR (EU), GLBA (US), and other 

frameworks, exposing them to significant fines if customer data is breached. 

• Reputation Risk: Trust is foundational in financial services. Breaches erode client 

confidence and can lead to customer churn. 
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Strategic Outlook 

Warlock’s exploitation of SharePoint in financial services underscores the need for rapid 

patching, continuous monitoring, and layered defense models. Financial institutions will 

increasingly face pressure to demonstrate compliance with both cybersecurity regulations and 

resilience standards (such as DORA in the EU). 

 

5.4 Healthcare Sector 

Overview 

The healthcare sector continues to be disproportionately targeted by ransomware operators due to 

its combination of sensitive data and low tolerance for downtime. Hospitals, clinics, and 

research organizations depend heavily on digital records and interconnected systems. 

Observed Impacts 

Healthcare victims in this campaign experienced: 

• Disruption of Electronic Health Record (EHR) systems, delaying diagnostics and 

treatment. 

• Theft of Protected Health Information (PHI), including patient names, medical 

histories, and insurance details. 

• Compromise of research data, particularly in biotechnology and pharmaceutical 

organizations. 

Threat Dynamics 

• Patient Safety: Unlike in other sectors, ransomware in healthcare poses an immediate 

risk to human life when critical systems are locked. 

• Regulatory Risks: Healthcare providers face obligations under HIPAA (US), GDPR 

(EU), and other data protection frameworks. Fines and lawsuits are likely when PHI is 

exposed. 

• Ethical Dilemmas: Healthcare leaders often face immense pressure to pay ransoms, 

weighing financial cost against patient safety and reputational damage. 

Strategic Outlook 

The healthcare sector is likely to remain a prime target for Warlock and other groups. Expect 

increased emphasis on incident response planning, network segmentation, and offline 

backups as mitigation strategies. However, systemic underinvestment in cybersecurity across 

healthcare leaves the sector particularly exposed. 
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5.5 Energy Sector 

Overview 

The energy sector is among the most strategically significant targets in ransomware campaigns 

due to its dual cyber-physical dimension. Attacks against energy companies can disrupt 

economic activity, undermine national security, and even cause physical safety risks. 

Observed Impacts 

In the Warlock campaign, several European and Middle Eastern energy companies reported 

SharePoint compromises. Impacts included: 

• Theft of engineering diagrams and operational data related to energy generation and 

distribution. 

• Potential exposure of operational technology (OT)/industrial control systems (ICS) 

network configurations. 

• Disruption to administrative IT systems supporting billing and scheduling. 

Threat Dynamics 

• Operational Disruption: Even if core OT systems are not directly affected, IT 

disruptions can cascade into the physical domain through scheduling failures, billing 

errors, or delayed maintenance. 

• National Security: Energy is a cornerstone of critical infrastructure. Nation-state 

involvement in ransomware campaigns raises the risk of hybrid warfare scenarios, 

where financial crime intersects with strategic sabotage. 

• Supply Chain Dependencies: Energy firms often operate across multinational supply 

chains. A compromise at one point can expose contractors, regulators, and dependent 

industries. 

Strategic Outlook 

Energy providers are likely to see an increase in both criminal and nation-state targeting. The 

convergence of Warlock’s financial motives with Storm-2603’s espionage activities underscores 

the blurring of criminal and geopolitical objectives. 

 

5.6 Cross-Sectoral Themes 

Across all affected sectors, several common themes emerge: 
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• Zero-Day Exploitation: Traditional patch management cannot protect against zero-day 

vulnerabilities, highlighting the importance of threat intelligence sharing and 

behavioral detection. 

• Data as Leverage: Exfiltration and leak sites magnify the pressure on victims across all 

industries, regardless of their ability to restore systems. 

• Systemic Risk: Attacks on telecoms and energy illustrate how ransomware can ripple 

across interconnected supply chains and economies. 

• Geopolitical Nexus: The suspected involvement of Storm-2603 blurs the boundary 

between criminal ransomware and state-sponsored espionage, complicating defense 

and response strategies. 

 

5.7 Key Takeaways 

1. Telecommunications: High systemic risk, exemplified by the Colt breach, with 

cascading impacts on dependent sectors. 

2. Government: Compromises endanger national security, public trust, and diplomatic 

stability. 

3. Financial Services: Dual threats of regulatory penalties and reputational harm elevate 

ransomware’s leverage. 

4. Healthcare: Ransomware represents a direct threat to patient safety and research 

integrity. 

5. Energy: Attacks carry cyber-physical consequences and geopolitical implications. 

The Warlock campaign demonstrates that ransomware is no longer a narrow financial crime; it 

is a strategic threat capable of undermining national resilience and economic stability across 

multiple critical sectors simultaneously. 
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6. Detection & Mitigation 

The Warlock ransomware campaign exploiting Microsoft SharePoint zero-days underscores how 

modern ransomware operations have evolved into multi-stage, hybrid threats that blend nation-

state grade initial access with Ransomware-as-a-Service (RaaS) monetization models. Given 

the sophistication of this campaign, detection and mitigation efforts cannot rely on a single 

control. Instead, organizations must adopt a layered defense approach, integrating patching, 

endpoint security, behavioral monitoring, and proactive hunting to both reduce risk and ensure 

rapid response when compromise is suspected. 

This section provides a comprehensive framework for defenders, covering: 

1. Mitigation strategies (proactive measures to reduce exposure). 

2. Detection opportunities (how to identify active or past compromises). 

3. Strategic lessons and longer-term defense priorities. 

 

6.1 Mitigations 

1. Patch Immediately 

The most critical mitigation is the immediate application of Microsoft’s August 2025 updates, 

which address CVE-2025-53770 and CVE-2025-53771. These patches close the primary 

ToolShell exploitation vector, preventing unauthenticated remote code execution via 

manipulated __VIEWSTATE payloads. 

However, patching must be accompanied by rapid deployment protocols: 

• Emergency Change Windows: Traditional patch cycles (e.g., monthly or quarterly) are 

insufficient in the face of active exploitation. Organizations should establish emergency 

patch procedures that allow critical vulnerabilities to be addressed within 48–72 hours 

of disclosure. 

• Vulnerability Prioritization: Organizations should align patching priorities with threat 

intelligence feeds to ensure vulnerabilities under active exploitation (such as ToolShell) 

are addressed first. 

• Asset Visibility: Patching is only effective if all vulnerable assets are known. 

Organizations should conduct automated SharePoint server discovery across on-

premises and cloud environments to identify unpatched instances. 

Strategic Note: Patch management is not just a technical task but a governance issue. Boards 

and executives must ensure their organizations can respond at the pace of threat actors. 
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2. Rotate ASP.NET MachineKeys and Restart IIS 

Warlock affiliates leveraged stolen or derived ASP.NET MachineKeys (ValidationKey and 

DecryptionKey) to craft malicious payloads that bypassed SharePoint’s integrity checks. Even 

after patching, stolen keys remain valid unless they are rotated. 

Mitigation steps: 

• Regenerate Keys: Immediately rotate ASP.NET MachineKeys in all SharePoint 

configurations. 

• IIS Restart: Apply changes and restart IIS services to enforce the new cryptographic 

values. 

• Key Management Practices: Treat MachineKeys as sensitive cryptographic material, 

ensuring they are stored securely and rotated regularly. 

Strategic Note: This step is often overlooked in rapid patch cycles but is essential to ensuring 

attackers cannot persist in an environment post-patch. 

 

3. Enable AMSI/EDR 

Modern ransomware affiliates rely heavily on PowerShell, encoded payloads, and living-off-

the-land binaries (LOLBins) for execution and persistence. To counter this, organizations 

should: 

• Enable AMSI (Antimalware Scan Interface): This allows Windows Defender and 

other security tools to inspect script content at runtime, detecting malicious patterns even 

if obfuscated. 

• Deploy EDR (Endpoint Detection and Response): Tools such as Microsoft Defender 

for Endpoint, CrowdStrike Falcon, or SentinelOne can detect anomalous execution 

chains, credential theft attempts, and lateral movement behaviors. 

• Centralized Alerting: Ensure that EDR telemetry is centralized and actively monitored 

by SOC analysts or MSSPs. 

Strategic Note: Relying on signature-based antivirus is insufficient. Behavioral and runtime 

detection via AMSI and EDR is essential to stop fileless attacks. 

 

4. Monitor for Web Requests Targeting Web Shells and ViewState Payloads 

A common post-exploitation activity in this campaign was the deployment of web shells (e.g., 

spinstall0.aspx). Defenders should configure monitoring for: 
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• Unexpected File Uploads: Audit SharePoint directories for unauthorized ASPX files. 

• HTTP Request Patterns: Monitor for repeated requests to unusual ASPX endpoints, 

particularly those with parameters suggesting command execution. 

• Anomalous ViewState Payloads: Detect oversized or encoded __VIEWSTATE parameters 

in HTTP POST requests, which may indicate exploitation attempts. 

Strategic Note: Web shells are favored because they survive reboots and patches. Detecting them 

early can prevent escalation to ransomware detonation. 

 

5. Block Lateral Movement Tools 

Warlock affiliates demonstrated a high degree of proficiency in lateral movement, using both 

built-in tools and open-source frameworks: 

• PsExec: Used to deploy payloads across multiple hosts. 

• Impacket: Provided attackers with flexible SMB and Active Directory exploitation 

capabilities. 

• WMI (Windows Management Instrumentation): Enabled stealthy, fileless remote 

code execution. 

Defensive actions: 

• Application Whitelisting: Restrict execution of PsExec, Impacket scripts, and 

unauthorized PowerShell from non-administrative hosts. 

• Network Segmentation: Limit lateral movement pathways by segmenting critical 

infrastructure from user endpoints. 

• Credential Hygiene: Reduce domain admin privileges and implement just-in-time (JIT) 

access models. 

Strategic Note: Blocking lateral tools requires a balance. Overly aggressive blocking can disrupt 

legitimate administration, so detection and response policies should complement outright 

prevention. 

 

6. Conduct Forensic Reviews Assuming Compromise 

Given the speed and scale of the Warlock campaign, organizations must operate under the 

assumption of compromise if SharePoint servers were unpatched during the initial exploitation 

window. Key forensic actions include: 

• Log Review: Examine IIS logs for anomalous requests, particularly those with 

manipulated __VIEWSTATE payloads. 
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• File System Audit: Search for unauthorized ASPX files, suspicious scripts, or new 

scheduled tasks. 

• Memory Analysis: Inspect volatile memory for indicators of credential theft (e.g., 

Mimikatz artifacts). 

• Network Traffic Analysis: Review outbound traffic for connections to known RClone 

endpoints or unusual cloud storage providers. 

Strategic Note: Forensics not only confirm compromise but also provide crucial evidence for 

incident disclosure and regulatory compliance under frameworks like NIS2 and CIRCIA. 

 

6.2 Detection Opportunities 

While mitigation reduces future risk, detection ensures visibility into active or historical 

compromises. Warlock affiliates followed a predictable pattern of behaviors that can be detected 

with the right telemetry. 

 

File Indicators 

• Encrypted Files: Files appended with the extension “.x2anylock” are strong indicators 

of Warlock ransomware detonation. 

• Web Shells: Presence of files such as spinstall0.aspx or other suspicious ASPX 

scripts in SharePoint directories. 

• Ransom Notes: Warlock affiliates leave ransom instructions in text files, often with 

unique negotiation portal links. 

Defender Action: Implement regular file integrity monitoring (FIM) to detect unauthorized file 

additions or modifications. 

 

Network Indicators 

• Outbound RClone Traffic: Warlock affiliates used RClone to exfiltrate large volumes 

of data to cloud storage providers. This creates recognizable traffic patterns, such as: 

o Repeated outbound connections to Google Drive, Mega, or Dropbox. 

o High-volume encrypted traffic from servers not normally associated with cloud 

synchronization. 

• Command-and-Control: Communication with attacker-controlled domains or IP 

addresses, often hosted on VPS infrastructure. 
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Defender Action: Monitor for anomalous outbound traffic and block unauthorized use of RClone 

binaries. 

 

Behavioral Indicators 

• Anomalous GPO Modifications: Attackers modified Group Policy Objects to deploy 

payloads enterprise-wide. Unexpected GPO changes should trigger alerts. 

• Encoded PowerShell Execution: Base64-encoded PowerShell commands are a common 

sign of malicious activity. 

• Unusual Process Trees: IIS worker processes (w3wp.exe) spawning PowerShell or 

cmd.exe should be treated as suspicious. 

Defender Action: Correlate behavioral anomalies in SIEM platforms to detect early-stage 

intrusions before ransomware detonation. 

 

6.3 Strategic Lessons 

The Warlock campaign provides several broader lessons for defenders: 

1. Zero-Days Are No Longer Nation-State Exclusive 

o Warlock demonstrates that ransomware groups can operationalize zero-days, once 

the domain of espionage actors. Defenders must plan for zero-day-driven 

ransomware campaigns as a recurring threat. 

2. Assume Exfiltration 

o Encryption is no longer the sole impact. Data theft is standard practice, and 

defenders must expand monitoring to detect pre-encryption exfiltration activity. 

3. Behavioral Detection Is Critical 

o File hashes and static indicators are insufficient. Behavioral signals—such as 

encoded PowerShell, unusual IIS activity, and anomalous outbound traffic—are 

the most reliable detection vectors. 

4. Resilience Requires Board-Level Governance 

o Patching delays, weak key management, and under-resourced SOCs are 

governance failures as much as technical issues. Organizations must elevate cyber 

resilience to the boardroom level. 

 

6.4 Key Recommendations 

• Patch and rotate keys immediately, even if compromise has not been confirmed. 

• Deploy EDR with AMSI integration to detect PowerShell misuse and credential theft. 
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• Monitor for web shell uploads and anomalous ViewState payloads in SharePoint logs. 

• Block unauthorized use of PsExec, Impacket, and RClone. 

• Conduct forensic reviews assuming compromise and notify regulators as required. 

• Treat ransomware not as an IT incident but as a strategic business risk requiring 

executive oversight.  
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https://www.bankinfosecurity.com/sharepoint-zero-days-exploited-to-unleash-warlock-ransomware-a-29073
https://www.bankinfosecurity.com/sharepoint-zero-days-exploited-to-unleash-warlock-ransomware-a-29073
https://www.extrahop.com/blog/sharepoint-zero-day-critical-threat-detection-and-response
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response 

— Detection strategies for network defenders monitoring for ToolShell exploitation 

attempts. 

8. BlackFog (2025). Warlock ransomware in action: case analysis. 

https://www.blackfog.com/warlock-ransomware-blackfog-in-action 

— Focuses on observed victimology and the operational workflow of Warlock affiliates. 

8. MITRE ATT&CK Mapping 
 

The MITRE ATT&CK framework provides a structured way to analyze adversary behavior by 

categorizing tactics (the why) and techniques (the how) of cyberattacks. Mapping the Warlock 

ransomware campaign against ATT&CK helps defenders understand not only the specific tools 

and exploits used but also how they fit into the larger lifecycle of the intrusion. 

By aligning observed activity to ATT&CK, organizations gain a roadmap for detection 

engineering, threat hunting, and defensive prioritization. Below is a detailed mapping of 

Warlock’s observed TTPs, supported by a sector-wide narrative analysis. 

Tactic Technique Observed Activity 

Initial Access Exploit Public-Facing 
Application (T1190) 

Exploitation of SharePoint 
zero-days (CVE-2025-
53770/53771). 

Execution Command & Scripting 
Interpreter: PowerShell 
(T1059.001) 

Encoded PowerShell 
commands via web shells. 

Persistence Web Shell (T1505.003) Deployment of spinstall0.aspx 
for persistence. 

Privilege Escalation Credential Dumping (T1003) Mimikatz used for extracting 
credentials. 

Lateral Movement Remote Services: PsExec/WMI 
(T1021.002/T1047) 

Use of PsExec, Impacket, and 
WMI for lateral movement. 

Exfiltration Exfiltration Over Web Services 
(T1567.002) 

RClone used for exfiltration to 
cloud providers. 

https://www.extrahop.com/blog/sharepoint-zero-day-critical-threat-detection-and-response
https://www.blackfog.com/warlock-ransomware-blackfog-in-action
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Impact Data Encrypted for Impact 
(T1486) 

Deployment of Warlock 
ransomware with .x2anylock 
extension. 

8.2 Narrative Walkthrough 

Initial Access – Exploit Public-Facing Application (T1190) 

The campaign’s entry point hinged on the exploitation of SharePoint zero-day vulnerabilities. 

Specifically, attackers exploited flaws in the handling of serialized __VIEWSTATE objects, signed 

with compromised ASP.NET MachineKeys. This allowed unauthenticated RCE against 

vulnerable servers. 

• Why it matters: Exploiting public-facing applications is among the most dangerous 

initial access vectors because it bypasses traditional perimeter defenses such as firewalls 

and VPNs. For organizations with exposed SharePoint servers, this made them a low-

effort, high-reward target. 

• Detection opportunities: Defensive teams should focus on HTTP request inspection 

for anomalous __VIEWSTATE payloads and monitor IIS worker processes (w3wp.exe) 

spawning unusual child processes. 

 

Execution – PowerShell Abuse (T1059.001) 

Once inside, Warlock affiliates relied on PowerShell for execution. This included encoded 

commands to evade signature-based detection. Execution covered reconnaissance, payload 

staging, and persistence setup. 

• Why it matters: PowerShell remains one of the most abused LOLBins (Living-Off-the-

Land Binaries). It offers flexibility for attackers to execute scripts without dropping 

traditional malware, reducing the chance of detection. 

• Detection opportunities: Look for Base64-encoded PowerShell commands in logs, IIS 

worker processes spawning PowerShell, and anomalies in script block logging. 

 

Persistence – Web Shell Deployment (T1505.003) 

A hallmark of the campaign was the placement of malicious ASPX web shells such as 

spinstall0.aspx. These shells provided attackers with a reliable, persistent foothold accessible 

via HTTPS. 



 

Ransomwared: Smart detection. Rapid response. Total protection. 

38 

 

• Why it matters: Web shells remain effective because they blend into legitimate 

application traffic and survive across patches and reboots. Their presence transforms a 

short-term intrusion into long-term persistence. 

• Detection opportunities: Regularly scan for unauthorized ASPX files, monitor web 

traffic patterns to unusual endpoints, and apply file integrity monitoring (FIM) to 

SharePoint directories. 

 

Privilege Escalation – Credential Dumping (T1003) 

Warlock affiliates escalated privileges using Mimikatz, extracting credentials from memory, 

including plaintext passwords, NTLM hashes, and Kerberos tickets. With domain-level 

credentials, attackers achieved full control of victim environments. 

• Why it matters: Credential dumping is a critical inflection point. Once attackers obtain 

domain administrator privileges, they can move laterally at will and deploy ransomware 

across the enterprise. 

• Detection opportunities: Monitor for lsass.exe memory access anomalies, EDR alerts 

tied to credential dumping signatures, and the use of suspicious binaries named or 

obfuscated to mimic legitimate tools. 

 

Lateral Movement – Remote Services (T1021.002 / T1047) 

Attackers spread laterally using multiple methods: 

• PsExec for remote service execution. 

• Impacket tools for SMB exploitation. 

• WMI (Windows Management Instrumentation) for stealthy remote execution. 

They also abused Group Policy Objects (GPOs) to automate ransomware payload delivery. 

• Why it matters: Lateral movement is how ransomware campaigns escalate from single-

server compromises to full-domain encryption. The use of GPOs shows a high level of 

Active Directory expertise. 

• Detection opportunities: Alert on PsExec or WMI usage from non-admin hosts, 

suspicious GPO modifications, and unusual SMB traffic patterns. 
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Exfiltration – Exfiltration Over Web Services (T1567.002) 

Before encryption, Warlock affiliates exfiltrated sensitive data via RClone, uploading files to 

attacker-controlled cloud services such as Mega or Google Drive. This supported their double 

extortion model, ensuring leverage even if victims restored from backups. 

• Why it matters: Exfiltration magnifies impact by introducing reputational and regulatory 

consequences. Even organizations with strong backup strategies cannot avoid pressure 

when sensitive data is leaked. 

• Detection opportunities: Monitor for RClone binaries, unusual outbound traffic to 

cloud providers, and spikes in encrypted outbound traffic from SharePoint servers. 

 

Impact – Data Encrypted for Impact (T1486) 

Finally, Warlock affiliates deployed their ransomware payload, appending the .x2anylock 

extension to encrypted files. They systematically disabled shadow copies, deleted backups, and 

terminated security services. Victims unwilling to pay were listed on Warlock’s leak site, with 

stolen data gradually published. 

• Why it matters: This phase transforms the intrusion from a silent compromise into a 

full-scale crisis. Encryption, combined with data leakage, maximizes pressure to pay. 

• Detection opportunities: File integrity monitoring can detect sudden mass file changes, 

while early detection of exfiltration or lateral movement can prevent reaching this 

stage. 

 

8.3 Defensive Implications of ATT&CK Mapping 

Mapping Warlock’s activity to ATT&CK provides defenders with three key advantages: 

1. Holistic Coverage 

o Instead of focusing only on patching SharePoint, defenders see the entire 

lifecycle—from initial access to impact. This holistic perspective ensures 

monitoring covers persistence, lateral movement, and exfiltration, not just entry 

points. 

2. Detection Engineering 

o ATT&CK techniques guide the development of SIEM rules, EDR detections, and 

anomaly baselines. For example, defenders can tune detections around 

PowerShell encoding (T1059.001) or RClone outbound traffic (T1567.002). 

3. Threat Hunting Priorities 
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o Security teams can use ATT&CK mappings as a hunt matrix, focusing on key 

choke points such as credential dumping (T1003) or GPO abuse. These areas 

often provide early warning signs before ransomware deployment. 

 

8.4 Strategic Lessons 

The Warlock ATT&CK mapping also reveals several broader trends: 

• Zero-Day Exploitation Normalization: T1190 (Exploit Public-Facing Application) is 

no longer opportunistic scanning; it’s being combined with fresh zero-days previously 

reserved for espionage. 

• Persistence Through Web Shells: T1505.003 highlights that old techniques remain 

relevant. Despite years of awareness, web shells continue to provide reliable persistence. 

• Credential Abuse as a Force Multiplier: T1003 remains one of the most dangerous 

techniques because once credentials are stolen, lateral movement becomes trivial. 

• Exfiltration Before Encryption: T1567.002 is now standard in all major ransomware 

campaigns, meaning organizations must detect data theft before it escalates to encryption. 

 

8.5 Key Takeaways 

• Warlock’s campaign mapped cleanly across the ATT&CK lifecycle, from T1190 initial 

exploitation to T1486 encryption impact. 

• Each tactic aligns with well-documented behaviors, allowing defenders to adapt 

existing detections rather than reinventing controls. 

• ATT&CK mapping transforms a chaotic, multi-stage attack into a structured adversary 

profile, enabling repeatable, testable defenses. 

• By combining patch management, behavioral detection, and active hunting, 

organizations can break the chain before ransomware impact is realized. 
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9. Sector-Specific Trend Analysis & Forecast (2025–2028) 

The Warlock ransomware campaign provides a critical window into how sector-specific threats 

are evolving across industries. By examining both the direct impacts of this campaign and the 

broader trajectory of ransomware operations, we can forecast trends likely to shape the cyber 

threat landscape between 2025 and 2028. 

This analysis explores six key sectors—telecommunications, government, finance, healthcare, 

energy, and retail/supply chain—each of which faces unique risks and evolving adversary tactics. 

 

9.1 Telecommunications 

Current Threat Landscape 

Telecommunications providers were among the earliest and most visible victims of the Warlock 

campaign, with Colt Technology Services serving as a high-profile example. Telecoms occupy 

a central role in digital infrastructure, making them attractive to both financially motivated 

ransomware groups and nation-state espionage actors. 

• Crown Jewels: Customer contracts, billing systems, network schematics, interconnection 

agreements. 

• Operational Dependencies: Critical sectors (government, finance, healthcare) all depend 

on stable telecom services. 

Trends (2025–2028) 

1. Espionage-Disruption Convergence: Telecoms will continue to face dual-threat 

campaigns where nation-states seek espionage value (intercepting communications) and 

ransomware affiliates exploit the same access for financial gain. 

2. Targeting of 5G/6G Infrastructure: As next-gen telecom rollouts expand, attackers will 

exploit unpatched vulnerabilities in network management systems and supply-chain 

components. 

3. Supply Chain Amplification: Attacks on providers cascade into customer organizations, 

amplifying systemic risk. 

Forecast Indicators 

• Early Warning Indicators (EWIs): Unusual scanning or exploitation attempts against 

telecom network management platforms, increased targeting of SS7/5G core components. 

• Key Performance Indicators (KPIs): Number of telecom outages linked to 

ransomware, volume of customer data leaked, mean time to detection of telecom sector 

intrusions. 
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9.2 Government 

Current Threat Landscape 

Government ministries in the US and EU were directly affected in the Warlock campaign. 

Exploitation of SharePoint in public sector environments highlighted the exposure of sensitive 

policy, defense, and citizen data. 

Trends (2025–2028) 

1. Persistent Nation-State Targeting: Warlock affiliates will continue to benefit from 

zero-day access provided by China-linked actors (Storm-2603). This trend suggests 

governments will face sustained hybrid campaigns combining espionage and 

ransomware. 

2. Increased Regulatory Burden: With NIS2 (EU) and CIRCIA (US), governments will 

be forced to both improve defenses and publicly disclose compromises. 

3. Data Weaponization: Stolen government data will increasingly be weaponized in 

disinformation campaigns, not just monetized via ransom. 

Forecast Indicators 

• EWIs: Increased chatter on underground forums about government exploits, uptick in 

phishing campaigns targeting public sector accounts, anomalies in GPO and Active 

Directory policy changes. 

• KPIs: Volume of public sector disclosures under NIS2/CIRCIA, time between initial 

exploitation and public acknowledgement, number of incidents linked to state-affiliated 

ransomware activity. 

 

9.3 Finance 

Current Threat Landscape 

The financial services sector remains one of the most lucrative targets. In the Warlock campaign, 

multiple banks and insurers were compromised, with data theft compounding reputational and 

regulatory fallout. 

Trends (2025–2028) 

1. Sophistication of Ransomware Campaigns: Expect a rise in multi-extortion 

techniques: encryption, leak threats, and manipulation of financial transactions (e.g., 

falsified payments). 



 

Ransomwared: Smart detection. Rapid response. Total protection. 

43 

 

2. Regulatory Alignment with Resilience Standards: Financial regulators will enforce 

stricter compliance with DORA (EU) and FFIEC/GLBA (US) standards, demanding 

faster recovery and transparency. 

3. AI-Augmented Attacks: Adversaries will use AI to analyze financial datasets stolen 

during breaches, tailoring extortion threats to maximum impact. 

Forecast Indicators 

• EWIs: Abnormal transaction requests from compromised domains, suspicious 

manipulation of SWIFT messaging or interbank communications, sudden GPO 

modifications linked to financial systems. 

• KPIs: Average ransomware dwell time in financial institutions, financial loss per 

incident, volume of regulatory fines triggered by ransomware-related data breaches. 

 

9.4 Healthcare 

Current Threat Landscape 

Hospitals and research centers compromised in the Warlock campaign illustrate healthcare’s 

ongoing vulnerability. Patient care is time-sensitive, leaving providers with little tolerance for 

downtime. 

Trends (2025–2028) 

1. Increased Targeting of Clinical Systems: EHR platforms, medical IoT, and connected 

diagnostic devices will face more ransomware campaigns, given their direct patient safety 

impact. 

2. Double-Pressure Attacks: Threats will escalate from simple ransom demands to 

combined extortion (data leaks + threats to patient safety). 

3. Rise of Ransomware-for-Hire Against Pharma/Biotech: Research data in 

biotechnology and pharmaceuticals will be increasingly targeted, especially by nation-

state-affiliated groups. 

Forecast Indicators 

• EWIs: Reconnaissance traffic against HL7/FHIR healthcare APIs, attempts to exploit 

medical IoT firmware, early PowerShell execution in hospital networks. 

• KPIs: Patient safety incidents linked to ransomware downtime, percentage of PHI 

(Protected Health Information) breaches attributed to ransomware, average ransom size 

in healthcare vs other sectors. 
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9.5 Energy 

Current Threat Landscape 

The energy sector represents a dual-threat target, with both IT systems and OT/ICS networks at 

risk. The Warlock campaign demonstrated that administrative IT disruption can spill into 

operational processes. 

Trends (2025–2028) 

1. OT/IT Convergence Risks: As digitalization of energy networks accelerates, attackers 

will seek to pivot from IT intrusions to OT control systems. 

2. State-Linked Campaigns: Nation-states may use ransomware as a false flag for 

sabotage, disguising strategic disruption as financially motivated extortion. 

3. Supply Chain Cascades: Attacks against one energy provider can ripple across 

contractors, regulators, and dependent industries. 

Forecast Indicators 

• EWIs: Attempts to exploit SharePoint or ERP systems linked to OT controllers, 

abnormal SMB traffic bridging IT/OT zones, new threat actor chatter about energy 

infrastructure. 

• KPIs: Number of energy outages linked to ransomware, time to containment after 

compromise, number of OT incidents traced to initial IT ransomware intrusions. 

 

9.6 Retail & Supply Chain 

Current Threat Landscape 

Though not always directly targeted, retail and supply chain entities face indirect exposure 

when service providers are compromised. Data from Orange Belgium’s incident illustrates how 

leakage of customer records impacts supply chain participants. 

Trends (2025–2028) 

1. Collateral Victimization: Smaller firms dependent on compromised service providers 

will increasingly suffer “second-hand” ransomware impacts. 

2. Rise of Consumer Data Leakage: Retail databases are highly monetizable, making them 

prime targets for ransomware groups seeking to sell PII and purchase histories on dark 

markets. 

3. Holiday & Seasonal Targeting: Expect spikes in retail ransomware campaigns during 

peak shopping and logistics periods, where downtime has maximal impact. 



 

Ransomwared: Smart detection. Rapid response. Total protection. 

45 

 

Forecast Indicators 

• EWIs: Unusual scanning of e-commerce platforms, attacks on third-party logistics 

providers, increases in phishing aimed at retailers’ employees. 

• KPIs: Number of consumer records leaked per incident, average downtime during peak 

retail cycles, ransom sizes demanded from small-to-medium enterprises in retail. 

 

9.7 Cross-Sectoral Forecast Themes 

Several overarching themes apply across all verticals: 

• Zero-Day Commoditization: By 2028, the use of zero-days in ransomware campaigns 

will be normalized, not exceptional. Defenders must rely on behavioral detection rather 

than patching alone. 

• Data Weaponization: Stolen data will be increasingly used in reputational sabotage 

and disinformation, not just monetized. 

• Insurance Pressures: Cyber insurance will become more restrictive, with exclusions for 

zero-day-driven campaigns. 

• Systemic Risk Amplification: Attacks against telecoms and energy providers will ripple 

across dependent industries, raising questions of cyber resilience at the national 

economy level. 

 

9.8 Key Takeaways 

• Telecommunications: Expect sustained targeting with both financial and espionage 

motives. 

• Government: Nation-state affiliated ransomware campaigns will persist, risking 

exposure of sensitive defense and citizen data. 

• Finance: Attacks will grow in sophistication, leveraging AI and multi-extortion. 

• Healthcare: Patient safety and PHI will remain at the forefront of ransomware risks. 

• Energy: Blurred lines between extortion and sabotage will dominate threat modeling. 

• Retail & Supply Chain: Collateral and seasonal ransomware impacts will rise, with 

large-scale consumer data leakage as a byproduct. 

 


