g
Y

Ransomwared
CTl report

Cyber Threat
Intelligence Report

Threat Actor: Akira
Ransomware




1. Executive Summary

This report assesses the Akira ransomware group as a financially motivated threat actor that continues to pose a
significant risk to organizations across multiple sectors and geographies. Since its emergence in early 2023,
Akira has matured into a stable and adaptive ransomware-as-a-service (RaaS) operation, leveraging a
distributed affiliate model to scale intrusion activity while maintaining consistent tradecraft and extortion
practices. Analysis of activity observed throughout 2024 and into 2025 indicates that Akira affiliates have
refined their operational approach, placing increased emphasis on stealthy initial access, extended pre-impact
activity, and the systematic degradation of recovery capabilities prior to ransomware deployment.

A key finding of this report is the continued shift in Akira’s intrusion model away from traditional phishing-
based access and toward the compromise of perimeter infrastructure, particularly SSL VPN appliances. Akira
affiliates have repeatedly demonstrated the ability to gain authenticated access via VPN services using a
combination of stolen credentials, weak or absent multi-factor authentication, and exploitation of known or
recently disclosed vulnerabilities affecting VPN platforms. This access vector provides a reliable foothold into
victim environments while bypassing many endpoint-centric security controls, significantly delaying detection
and response. As detailed in subsequent sections, this trend aligns Akira with a broader ecosystem shift toward
edge-device exploitation as a preferred initial access mechanism.

Once access is obtained, Akira-affiliated operators do not immediately deploy ransomware. Instead, intrusions
are characterized by a deliberate and methodical post-exploitation phase focused on reconnaissance, credential
access, lateral movement, and persistence. This phase can persist for days or weeks and is critical to the group’
ability to maximize operational leverage. Affiliates routinely operate with elevated privileges, often achieving
SYSTEM-level execution early in the intrusion, and make extensive use of built-in operating system utilities
and legitimate administrative tooling. This living-off-the-land approach reduces reliance on custom malware
and enables malicious activity to blend into normal administrative behavior, complicating detection efforts and
increasing dwell time.
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Persistence mechanisms observed in Akira intrusions are particularly notable for their emphasis on
masquerading as legitimate system or productivity components. Scheduled tasks, registry autorun entries, and
PowerShell-based services are frequently named and structured to resemble Microsoft services, such as update
processes or OneDrive-related components. This tradecraft not only reduces the likelihood of immediate
detection but also increases the risk of incomplete remediation, as defenders may overlook or misclassify
malicious artifacts during incident response. As explored later in this report, persistence often remains in place
even after partial containment actions, enabling affiliates to re-establish access and continue operations.

Lateral movement within compromised environments is typically executed using standard administrative tools,
with PsExec, SMB-based authentication, and Remote Desktop Protocol among the most frequently observed
techniques. Akira affiliates demonstrate a clear understanding of Windows domain environments and
commonly prioritize access to servers hosting identity services, business-critical applications, virtualization
platforms, and backup infrastructure. Credential harvesting plays a central role in enabling this movement, with
affiliates leveraging techniques such as LSASS memory access, token impersonation, and abuse of privileged
service accounts. Once high-value credentials are obtained, expansion across the environment can occur rapidly
and with minimal resistance.

Command-and-control activity associated with Akira operations is predominantly conducted over HTTPS,
leveraging domains and infrastructure designed to resemble legitimate web services or content delivery
networks. This approach allows C2 traffic to blend into normal encrypted web traffic and reduces the
effectiveness of traditional network-based detection mechanisms. Beaconing behavior is generally low-
frequency and adaptive, further decreasing the likelihood of detection. As a result, organizations with limited



visibility into encrypted traffic or insufficient behavioral analytics may fail to identify active compromise until
the intrusion reaches an advanced stage.

A defining element of Akira’s operational model is its strong emphasis on pre-impact preparation, particularly
with respect to data exfiltration and recovery inhibition. Affiliates consistently conduct targeted searches for
sensitive data, including financial records, legal documents, intellectual property, and personal data. Data is
commonly staged internally prior to exfiltration, using widely available file transfer or synchronization tools to
minimize suspicion. In multiple investigated cases, evidence indicated that data exfiltration had occurred—or
was highly likely to have occurred—even when ransomware encryption was not ultimately observed. This
finding underscores that the absence of encryption does not equate to the absence of impact.

In parallel with data theft activities, Akira affiliates systematically assess and undermine backup and recovery
capabilities. Backup servers, snapshot repositories, and virtualization management interfaces are frequently
enumerated and targeted for disruption. This includes attempts to delete backups, disable snapshot functionality,
or compromise administrative access to recovery systems. By degrading recovery options before deploying
ransomware, Akira significantly increases the pressure on victims during extortion and reduces the likelihood of
successful restoration without payment. The report details how this focus on recovery inhibition has become a
consistent precursor to ransomware deployment.

Ransomware execution itself is typically reserved for the final stage of the intrusion, once affiliates assess that
sufficient access has been achieved and recovery options are constrained. Akira maintains ransomware variants
capable of targeting Windows, Linux, and virtualization environments, including ESXi hosts. When deployed,
encryption activity is generally fast and coordinated, minimizing opportunities for defensive intervention.
Victims are directed to Tor-based negotiation portals, where Akira operators adopt a relatively aggressive
extortion posture and leverage both encryption and data theft to compel payment.

Victimology associated with Akira reflects an opportunistic targeting strategy rather than a sector-specific or
geopolitically motivated campaign. Organizations targeted by Akira span manufacturing, logistics, healthcare,
professional services, and technology sectors, with victims typically being mid-sized to large enterprises
operating complex IT environments with exposed external access points. Geographic targeting is global, and no
consistent exclusions based on nationality or region have been identified. Selection appears driven primarily by
attack surface exposure and perceived ability to pay rather than strategic or ideological considerations.

From a risk perspective, Akira poses a multifaceted threat that extends beyond immediate operational
disruption. The group’s emphasis on extended dwell time and pre-impact data exfiltration significantly
increases the likelihood of regulatory, legal, and reputational consequences for victims. Even in cases where
ransomware encryption is avoided or interrupted, the potential exposure of sensitive data may trigger mandatory
breach notifications, regulatory scrutiny, contractual liabilities, and long-term trust erosion. These factors
elevate Akira incidents from purely technical security events to enterprise-level risk scenarios.

In summary, Akira exemplifies a mature and effective ransomware operation that prioritizes stealth, persistence,
and leverage over speed. Its reliance on perimeter compromise, legitimate administrative tooling, and
systematic pre-impact preparation enables affiliates to operate undetected deep into victim environments. As
detailed throughout this report, effective mitigation of the Akira threat requires not only robust endpoint
defenses but also rigorous hardening and monitoring of external access infrastructure, comprehensive visibility
into post-authentication activity, and strong protection of backup and recovery systems. Without these
measures, organizations remain vulnerable to intrusions that may progress silently to an advanced and highly
damaging stage before detection.



2. Akira group Profile

Akira is a financially motivated ransomware operation that has been active since early 2023 and has since
evolved into a stable and operationally mature actor within the global ransomware ecosystem. The group
operates under a decentralized ransomware-as-a-service (RaaS) model, in which a central core is responsible for
maintaining the ransomware encryptor, extortion infrastructure, and data leak platforms, while a distributed
network of affiliates conducts intrusion activity, lateral movement, and ransomware deployment. This division
of labor enables Akira to scale rapidly, diversify targeting, and maintain operational continuity even as
individual affiliates are disrupted or disengage.

The RaaS structure employed by Akira is characteristic of modern ransomware operations but is notable for its
relative consistency across incidents. While affiliate-driven models inherently introduce variability in intrusion
quality and execution, Akira-related incidents frequently demonstrate overlapping techniques, tooling
preferences, and operational sequencing. This suggests that core operators exert a degree of governance over
affiliate behavior, either through shared tooling, operational playbooks, or informal requirements governing
acceptable tradecraft. As a result, Akira intrusions often exhibit a recognizable baseline of activity that supports
attribution with moderate to high confidence, even in the absence of unique malware signatures.

Akira’s operational maturity is further reflected in its pragmatic approach to tooling and infrastructure. Unlike
some ransomware groups that invest heavily in proprietary malware frameworks or complex loaders, Akira
affiliates rely predominantly on built-in operating system functionality and widely available administrative
tools. PowerShell, Windows Management Instrumentation (WMI), PsExec, SMB-based authentication, and
standard file transfer utilities are routinely abused during intrusions. This living-off-the-land approach reduces
development overhead, lowers operational risk, and minimizes the number of custom artifacts that defenders
can use for detection or attribution.

The reliance on legitimate tools also aligns Akira with a broader trend in the ransomware landscape toward
stealth and resilience. By operating almost entirely within the bounds of expected administrative behavior,
Akira affiliates can blend malicious actions into normal IT operations, particularly in environments where
administrative activity is common and poorly monitored. This approach significantly reduces the effectiveness
of signature-based security controls and places greater emphasis on behavioral detection, correlation, and
contextual analysis. In practice, this means that Akira intrusions are often identified late in the attack lifecycle,
frequently after significant damage has already occurred or when ransomware deployment is imminent.

Akira’s infrastructure choices further reinforce its focus on operational simplicity and deniability. Command-
and-control and extortion-related services are typically hosted on rented or compromised infrastructure, often
leveraging reputable cloud providers or domains designed to resemble legitimate services. This reduces friction
for affiliates, allows rapid infrastructure rotation, and complicates takedown efforts. The group’s leak sites and
negotiation portals are professionally maintained and integrated into a broader extortion workflow that has
remained largely stable over time, indicating a mature and well-resourced core operation.

From an organizational perspective, Akira does not appear to operate as a rigidly hierarchical group. Instead, it
more closely resembles a loosely coordinated ecosystem in which affiliates are incentivized through revenue
sharing and access to tooling rather than strict command-and-control. This model provides flexibility and
scalability but also introduces a degree of operational variability. Some intrusions attributed to Akira
demonstrate high levels of planning, extended dwell time, and careful targeting of recovery infrastructure, while
others appear more opportunistic or less disciplined. Despite this variability, the underlying tradecraft and
extortion mechanics remain sufficiently consistent to support aggregation under the Akira designation.

Tradecraft Philosophy and Operational Style



A defining characteristic of Akira as a threat actor is its emphasis on reliability and leverage over technical
novelty. Akira does not seek to differentiate itself through the use of zero-day exploits, highly obfuscated
malware, or novel attack techniques. Instead, the group focuses on well-understood and proven methods that are
effective against a wide range of organizational security postures. This conservative approach reduces the
likelihood of operational failure and enables affiliates with varying skill levels to achieve meaningful impact.

Akira intrusions are typically structured around a phased operational model. Following initial access, affiliates
prioritize validation and situational



3. Evolution and Operational Trends (2023-2025)

Since its emergence in early 2023, Akira’s operational playbook has undergone a notable and deliberate
evolution, reflecting both changes in the broader ransomware ecosystem and adaptive responses to defensive
improvements by target organizations. While the core objectives of Akira operations—financial extortion
through encryption and data theft—have remained consistent, the methods used to achieve these objectives have
shifted significantly over time. Analysis of activity spanning 2023 through 2025 indicates a clear progression
toward more reliable, stealthy, and infrastructure-focused intrusion techniques.

Early Operational Patterns (2023)

During its initial phase in 2023, Akira activity exhibited characteristics common to many emerging ransomware
groups. Early intrusions relied on a mixed set of initial access vectors, including phishing campaigns,
exploitation of externally facing services, and the use of stolen credentials obtained through third-party breaches
or commodity malware ecosystems. These early campaigns varied in sophistication, with some intrusions
demonstrating relatively short dwell times and limited post-exploitation depth.

Phishing-based access during this period was often opportunistic, leveraging common lures and commodity
payloads to establish an initial foothold. While effective against less mature security environments, this
approach exposed affiliates to increasing levels of detection as organizations improved email filtering, user
awareness, and endpoint detection capabilities. As a result, phishing-driven access became less reliable and
more resource-intensive, particularly when targeting larger organizations with layered defenses.

At the same time, Akira affiliates experimented with exploiting externally facing services, including web
applications and remote access solutions. These early exploitation attempts were not always tightly integrated
into a broader operational strategy, and in some cases resulted in incomplete compromise or early detection.
However, these activities provided valuable insight into the effectiveness of perimeter-focused access and laid
the groundwork for subsequent shifts in tradecraft.

Shift Toward Perimeter Device Compromise (2024)

By mid-2024, Akira affiliates had largely deprioritized phishing as a primary initial access vector and shifted
decisively toward the compromise of perimeter infrastructure, particularly SSL VPN appliances. This transition
mirrors a broader ransomware ecosystem trend in which threat actors increasingly favor access vectors that
bypass endpoint defenses entirely and provide immediate authenticated access to internal networks.

SSL VPN solutions emerged as a particularly attractive target for several reasons. First, successful VPN
compromise often grants direct access to internal network segments without requiring malware execution on
user endpoints. Second, VPN appliances are frequently under-monitored relative to endpoints, with limited
logging, alerting, and behavioral analysis. Third, vulnerabilities affecting VPN platforms tend to have long
exploitation windows, as patching is often delayed due to operational constraints or risk aversion.

Akira affiliates were observed targeting a range of VPN vendors, including SonicWall, Fortinet, and Cisco.
Access was achieved through a combination of techniques, including the use of valid credentials, abuse of weak
or misconfigured authentication mechanisms, and exploitation of known or recently disclosed vulnerabilities. In
many cases, affiliates leveraged “N-day” vulnerabilities—issues for which patches were available but not yet
widely applied—rather than relying on zero-day exploits. This approach aligns with Akira’s broader preference
for reliability over novelty.

The move toward VPN-based access significantly increased Akira’s success rate and reduced early detection.
Once authenticated access was obtained, affiliates could operate within the environment using legitimate



credentials, making their activity difficult to distinguish from normal remote administration. This shift also
reduced the operational risk associated with malware delivery and execution, as no initial payload was required
to establish access.

Emphasis on Post-Access Validation and Environment Assessment

Alongside the shift in initial access, Akira affiliates increasingly emphasized post-access validation before
deploying tooling or conducting overtly malicious actions. Rather than immediately escalating privileges or
moving laterally, affiliates often performed a period of reconnaissance to assess the value, complexity, and
defensive maturity of the environment.

This validation phase typically included enumeration of domain structure, identification of key servers and
applications, assessment of identity and access controls, and evaluation of backup and recovery capabilities.
Affiliates appeared to use this information to make informed decisions about whether to proceed with full
exploitation, pivot to alternative monetization strategies, or disengage entirely. This selective approach reflects
a maturing operational model in which affiliates prioritize return on investment and minimize unnecessary
exposure.

The increased use of validation phases also contributed to longer dwell times. In several observed cases,
affiliates maintained low-profile access for extended periods, conducting reconnaissance intermittently and
avoiding actions likely to trigger alerts. This patience allowed attackers to build a detailed understanding of the
environment and plan subsequent stages with greater precision.

Expansion into Virtualization and ESXi Targeting

Another significant trend observed during 2024 and into 2025 was Akira’s expanded focus on virtualization
platforms, particularly VMware ESXi environments. Virtualization infrastructure represents a high-value target
due to its central role in hosting multiple critical workloads. Successful compromise of a hypervisor or
management interface can result in widespread impact with relatively limited effort.

Akira affiliates increasingly demonstrated awareness of virtualization architectures and actively sought access
to ESXi hosts, vCenter servers, and associated management tools. This included credential harvesting efforts
aimed at administrators with virtualization privileges, as well as reconnaissance activities designed to identify
hypervisor management networks and interfaces.

Targeting virtualization platforms provided several advantages. Encrypting virtual machines at the hypervisor
level can disrupt multiple business functions simultaneously, amplifying pressure on victims. Additionally,
organizations often rely heavily on snapshots and backups for virtualized environments; by enumerating and
disrupting these mechanisms in advance, affiliates could significantly reduce recovery options.

The inclusion of ESXi-focused ransomware variants further underscores Akira’s strategic investment in
virtualization targeting. These payloads are typically deployed late in the intrusion lifecycle, after sufficient
access and preparation have been achieved, and are used to maximize impact across large segments of the
environment.

Systematic Reconnaissance and Sabotage of Backup Infrastructure

Across all observed time periods, but with increasing consistency in 2024-2025, Akira affiliates placed strong
emphasis on identifying and undermining backup and recovery systems. Backup infrastructure—including
backup servers, snapshot repositories, and disaster recovery platforms—was routinely enumerated during the
reconnaissance phase of intrusions.



This focus reflects an understanding that backup resilience is one of the primary factors influencing a victim’s
willingness to pay ransom. By deleting backups, disabling snapshot functionality, or compromising
administrative access to recovery systems, affiliates could significantly increase extortion leverage. In several
incidents, backup sabotage occurred well before ransomware deployment, indicating that it was treated as a core
preparatory activity rather than a reactive step.

The systematic nature of these actions suggests that backup reconnaissance and sabotage are now standard
components of Akira’s operational playbook. This trend aligns with broader ransomware ecosystem
developments and highlights the importance of isolating and monitoring backup environments as part of
defensive strategy.

Broader Ecosystem Context

Akira’s evolution should be understood within the context of wider ransomware trends observed during the
same period. As endpoint detection and response technologies have become more capable, ransomware actors
have increasingly shifted toward attack vectors that bypass endpoints altogether. Perimeter devices, identity
systems, and management infrastructure now represent some of the most contested areas in enterprise
environments.

Akira’s emphasis on VPN compromise, legitimate tooling, and infrastructure-level targeting reflects this shift.
Rather than attempting to outpace defenders through technical sophistication, the group focuses on exploiting
structural weaknesses in how organizations deploy, monitor, and manage critical access systems. This approach
has proven effective across a wide range of industries and security maturity levels.

Summary of Evolutionary Trends

In summary, Akira’s operational evolution from 2023 through 2025 demonstrates a clear trajectory toward
increased reliability, stealth, and impact. The group has moved away from noisy and less dependable access
methods, such as phishing, in favor of perimeter device compromise that provides durable and low-visibility
access. Affiliates now invest more time in post-access validation, reconnaissance, and preparation, enabling
more targeted and effective exploitation.

The expanded focus on virtualization platforms and backup infrastructure further enhances Akira’s ability to
disrupt operations and compel payment. These trends collectively indicate a mature and adaptive threat actor
that closely tracks defensive developments and adjusts its tradecraft accordingly. As explored in later sections
of this report, these evolutionary patterns have significant implications for detection, response, and long-term
risk management.



4. Initial Access Vectors

Analysis of Akira-related intrusions indicates that compromise of SSL VPN appliances represents the
predominant and most reliable initial access vector used by affiliates. This access method has become
increasingly central to Akira’s operational model, reflecting both the group’s strategic evolution and broader
shifts within the ransomware ecosystem. By targeting perimeter access infrastructure, Akira affiliates are able to
bypass many traditional security controls, establish authenticated access without deploying malware, and
operate within victim environments with minimal initial visibility.

SSL VPN Compromise as a Primary Access Mechanism

SSL VPN appliances present an attractive target for ransomware operators due to their privileged position at the
network perimeter and their role as gateways into internal environments. Successful compromise of a VPN
service often provides immediate access to internal network segments using legitimate authentication
mechanisms, reducing the need for additional exploitation or payload delivery. Akira affiliates have consistently
demonstrated the ability to exploit these characteristics, making VPN compromise a cornerstone of their
intrusion strategy.

Affiliates have been observed leveraging a combination of valid credential abuse, weak or misconfigured
authentication controls, and exploitation of known or recently disclosed vulnerabilities affecting VPN
platforms. Rather than relying on zero-day vulnerabilities, Akira affiliates typically exploit “N-day”
vulnerabilities—issues for which patches exist but have not yet been applied. This approach aligns with the
group’s preference for reliability and operational stability over technical novelty, as N-day exploits are
generally well-understood and less likely to result in unpredictable behavior.

Targeted VPN platforms include widely deployed enterprise solutions such as SonicWall, Fortinet, and Cisco
appliances. These platforms are frequently exposed to the internet and are often configured to support a large
number of remote users, increasing the likelihood of credential compromise and configuration weaknesses. In
many environments, VPN appliances generate limited telemetry and are not integrated into centralized security
monitoring workflows, further reducing the likelihood of early detection.

Credential Abuse and Authentication Weaknesses

Valid credential abuse is a recurring theme in Akira VPN-based intrusions. Affiliates have been observed using
credentials obtained through a variety of means, including prior data breaches, credential reuse across services,
and access brokers operating within underground markets. In some cases, credentials appeared to have been
harvested months before use, suggesting that affiliates maintain or acquire access opportunistically and activate
it when conditions are favorable.

Weak authentication configurations significantly increase the effectiveness of this approach. VPN services that
rely solely on username and password authentication, or that implement multi-factor authentication (MFA)
inconsistently, are particularly vulnerable. Even where MFA is present, misconfigurations such as push-based
fatigue vulnerabilities, incomplete enforcement, or exemptions for certain user groups can be exploited. Akira
affiliates appear adept at identifying and abusing these weaknesses, often testing authentication mechanisms
incrementally to avoid account lockouts or alerting.

Once authenticated, affiliates operate using legitimate VPN sessions, making their presence difficult to
distinguish from authorized remote users. This authenticated access allows attackers to traverse the network
using standard protocols and administrative tools, further blending malicious activity into normal operational
patterns.



Exploitation of VPN Vulnerabilities

In addition to credential abuse, Akira affiliates have exploited known vulnerabilities affecting VPN appliances
to gain initial access. These vulnerabilities may allow authentication bypass, session hijacking, or remote code
execution, depending on the platform and flaw involved. Exploitation is typically opportunistic, targeting
organizations that have not yet applied available patches.

The operational advantages of VPN vulnerability exploitation are significant. Successful exploitation can
provide immediate access without requiring valid credentials, bypass MFA entirely, and avoid interaction with
endpoint security controls. Moreover, exploitation activity often occurs at the appliance level, where logging
and alerting capabilities may be limited or disabled by default.

Akira affiliates have demonstrated an ability to rapidly operationalize newly disclosed vulnerabilities,
suggesting active monitoring of vulnerability disclosures and exploit availability. However, there is no
indication that the group consistently relies on zero-day vulnerabilities. Instead, the emphasis remains on
exploiting systemic weaknesses in patch management and exposure reduction practices.

Lack of Endpoint Visibility and Early Detection

A recurring characteristic of Akira VPN-based intrusions is the absence of early endpoint-based security alerts.
Because initial access is achieved through authenticated VPN sessions rather than malware delivery, endpoint
detection and response (EDR) tools may not generate alerts during the initial stages of compromise. This lack of
early visibility creates a critical detection gap, allowing affiliates to conduct reconnaissance and validation
activities unimpeded.

In several investigated cases, VPN access was established and maintained for extended periods without
triggering security alerts. Affiliates were able to authenticate, explore the internal network, and assess the
environment before any defensive response was initiated. This highlights the limitations of security
architectures that rely primarily on endpoint telemetry while under-monitoring identity and access
infrastructure.

The lack of visibility is further compounded in environments where VPN logs are not centrally collected,
retained for limited periods, or reviewed only reactively. Without comprehensive monitoring of VPN
authentication events, session duration, and post-authentication behavior, organizations may remain unaware of
active compromise until later stages of the intrusion lifecycle.

Post-Access Validation and Reconnaissance

Once authenticated access via VPN is established, Akira affiliates typically engage in a rapid validation phase
designed to assess the value and exploitability of the environment. This phase is critical to determining whether
the intrusion should proceed toward full exploitation, data exfiltration, and ransomware deployment.

Validation activity commonly includes enumeration of internal IP ranges and network topology to identify
reachable segments and potential lateral movement paths. Affiliates may query domain membership
information to determine whether the VPN user account has access to a Windows domain and to identify
domain controllers and other critical infrastructure. These actions provide insight into the size, complexity, and
potential value of the environment.

Affiliates also frequently test lateral authentication capabilities using protocols such as SMB and RDP. By
attempting to authenticate to internal systems, attackers can assess credential scope, privilege levels, and the



feasibility of lateral movement. Successful authentication attempts may prompt immediate expansion of
activity, while failures may lead to further credential harvesting or disengagement.

This validation phase is typically conducted using low-noise techniques and legitimate system utilities,
minimizing the risk of detection. The speed and efficiency of this process suggest that affiliates follow a well-
defined playbook, allowing them to make rapid decisions about resource allocation and risk.

Decision-Making and Monetization Assessment

The outcome of the validation phase informs subsequent attacker behavior. In environments assessed as high-
value and exploitable, affiliates proceed with more aggressive post-exploitation activity, including privilege
escalation, persistence establishment, and data exfiltration. In lower-value or more tightly controlled
environments, affiliates may limit activity, maintain dormant access, or abandon the intrusion altogether.

This selective approach reflects a mature monetization strategy in which affiliates prioritize return on
investment and minimize unnecessary exposure. By avoiding full exploitation in environments unlikely to yield
significant financial returns, Akira affiliates reduce operational risk and preserve resources for more lucrative
targets.

Summary

In summary, Akira’s initial access strategy is centered on the compromise of SSL VPN appliances, leveraging
credential abuse, authentication weaknesses, and exploitation of known vulnerabilities to gain authenticated
access with minimal visibility. This approach enables affiliates to bypass endpoint defenses, delay detection,
and conduct thorough validation before committing to full exploitation. The effectiveness of this strategy
underscores the importance of securing, monitoring, and hardening perimeter access infrastructure as a critical
component of ransomware defense.

5. Post-Exploitation Tradecraft

Following successful initial access, Akira affiliates consistently transition into a structured post-exploitation
phase focused on establishing durable control over the environment, expanding access, and preparing for
eventual monetization. This phase is characterized by disciplined use of legitimate administrative tooling,
careful sequencing of actions, and a strong emphasis on stealth and resilience. Rather than relying on bespoke
malware frameworks, affiliates leverage built-in operating system functionality and common enterprise
administration tools, enabling malicious activity to blend into normal system operations and reducing the
likelihood of early detection.

Persistence

Persistence is typically established shortly after initial internal access is obtained and is treated as a foundational
step in Akira intrusions. Affiliates prioritize persistence mechanisms that operate under elevated privileges—
often SYSTEM-level context—and are designed to appear indistinguishable from legitimate operating system
or productivity-related activity. This approach allows attackers to maintain long-term access even in the face of
partial remediation or intermittent containment efforts.

One of the most frequently observed persistence techniques involves the creation of scheduled tasks with names
and descriptions resembling legitimate Microsoft services. These tasks may be configured to execute
PowerShell scripts or binaries at system startup, user logon, or regular intervals. Task names and execution



paths are often chosen to mirror common Windows components, reducing the likelihood that administrators will
immediately recognize them as malicious during routine review.

PowerShell-based persistence is another hallmark of Akira post-exploitation tradecraft. Affiliates commonly
deploy PowerShell scripts that masquerade as OneDrive synchronization agents, Windows Update helpers, or
system maintenance scripts. These scripts may be stored in directories typically associated with legitimate
software or embedded within existing script files to further obscure their presence. Execution is often
configured to occur under SYSTEM context, granting broad access to system resources and credential material.

Registry-based autorun entries are also employed, particularly in environments where scheduled tasks are more
closely monitored. These entries are frequently linked to benign-looking binaries or script interpreters, allowing
malicious code to execute automatically during system startup or user logon. By tying execution to common
binaries rather than custom malware, affiliates further reduce the likelihood of triggering security alerts.

Collectively, these persistence mechanisms complicate detection and remediation, especially in environments
with limited PowerShell script block logging, insufficient monitoring of scheduled task creation, or a lack of
baseline visibility into legitimate autorun behavior. In several investigated cases, persistence artifacts remained
active for extended periods, even after defenders believed access had been removed, enabling attackers to re-
enter the environment and resume activity.

Lateral Movement

Once persistence is established and sufficient credentials are obtained, Akira affiliates typically initiate lateral
movement to expand their reach across the environment. This activity is conducted primarily using native
administrative tools rather than custom malware, consistent with the group’s living-off-the-land philosophy.
Lateral movement is both opportunistic and targeted, with affiliates prioritizing systems that enable broader
control or provide access to high-value data.

PsExec is among the most frequently observed tools used for remote command execution. Affiliates leverage
PsExec to deploy commands, scripts, or additional tooling across multiple systems in a coordinated manner.
Because PsExec is commonly used by administrators for legitimate purposes, its presence alone is not
inherently suspicious; however, its use outside of established administrative workflows or in conjunction with
anomalous authentication patterns is a strong indicator of malicious activity.

SMB-based movement is also common, particularly when affiliates possess credentials with broad network
access. By authenticating to administrative shares on remote systems, attackers can execute commands, transfer
files, and enumerate system information without deploying additional malware. This technique is especially
effective in flat or poorly segmented networks, where administrative credentials provide access to large
numbers of systems.

Remote Desktop Protocol (RDP) sessions are frequently observed as well, especially in cases where domain
administrator or highly privileged service account credentials have been compromised. Affiliates may use RDP
to conduct hands-on-keyboard activity, perform detailed reconnaissance, or interact directly with management
consoles and business-critical applications. RDP usage also allows attackers to operate in a manner that closely
resembles legitimate administrative activity, further complicating detection.

Akira affiliates demonstrate a clear understanding of Windows domain environments and typically prioritize
lateral movement toward servers hosting critical business functions. Domain controllers, file servers,
application servers, virtualization hosts, and backup infrastructure are common targets. This prioritization
reflects an awareness of which systems provide the greatest leverage for subsequent stages of the intrusion.



Privilege Escalation and Credential Access

Credential harvesting and privilege escalation are central to Akira’s post-exploitation strategy and are often
interwoven with lateral movement activities. Affiliates employ a range of techniques to obtain higher-privilege
credentials, enabling broader access and more effective control over the environment.

One commonly observed technique involves accessing the memory of the Local Security Authority Subsystem
Service (LSASS) process to extract credential material. By dumping or reading LSASS memory, attackers can
obtain plaintext passwords, NTLM hashes, and Kerberos tickets associated with logged-in users. This technique
is particularly effective on systems where privileged users routinely log in interactively, such as domain
controllers or management servers.

Token impersonation is another frequently used method, allowing affiliates to assume the security context of
higher-privilege users without directly extracting credentials. By identifying and impersonating existing access
tokens, attackers can escalate privileges and perform actions as domain administrators or service accounts. This
technique is often used in conjunction with other post-exploitation tools and can be difficult to detect without
detailed monitoring of token usage patterns.

Abuse of service account privileges is also a recurring theme in Akira intrusions. Service accounts often possess
broad permissions and are frequently exempt from strict monitoring or MFA enforcement. Affiliates actively
seek out these accounts during reconnaissance and leverage them to move laterally, access sensitive systems,
and execute high-impact actions. In some cases, service account credentials appear to have been compromised
long before the intrusion, highlighting the long-term risk posed by unmanaged or poorly secured credentials.

Once elevated privileges are obtained, Akira affiliates pivot rapidly to infrastructure components that facilitate
widespread impact. This includes identity services, virtualization platforms, backup systems, and centralized
management interfaces. Control over these components enables attackers to disrupt recovery capabilities,
deploy ransomware at scale, and maximize operational and financial impact.

Operational Discipline and Sequencing

Across multiple incidents, Akira post-exploitation activity demonstrates a high degree of operational discipline
and deliberate sequencing. Affiliates rarely perform actions out of order or engage in unnecessary activity that
might increase detection risk. Persistence is established early, credential access and privilege escalation are
pursued methodically, and lateral movement is focused on systems that support subsequent objectives.

This disciplined approach suggests the use of established playbooks or shared operational guidance among
affiliates. While individual skill levels may vary, the overall consistency of post-exploitation behavior indicates
that Akira core operators have successfully codified effective intrusion patterns and disseminated them across
the affiliate ecosystem.

Detection Challenges and Implications

The post-exploitation tradecraft employed by Akira presents significant challenges for defenders. Because
affiliates rely heavily on legitimate tools and administrative behaviors, traditional malware-focused detection
strategies are often insufficient. Effective detection requires comprehensive visibility into authentication events,
administrative tool usage, process execution under elevated privileges, and changes to persistence mechanisms.

Environments with limited PowerShell logging, inadequate monitoring of scheduled tasks and registry changes,
or insufficient segmentation of administrative privileges are particularly vulnerable to prolonged Akira



intrusions. Without strong baselining and correlation of administrative activity, malicious actions may remain
indistinguishable from routine operations until late in the attack lifecycle.

Summary

In summary, Akira’s post-exploitation tradecraft is characterized by stealth, discipline, and effective use of
legitimate administrative tooling. By establishing resilient persistence, harvesting credentials, and moving
laterally using native tools, affiliates are able to achieve deep and durable access to victim environments. This
approach enables extended dwell times and sets the conditions for high-impact actions, including data
exfiltration and ransomware deployment, as explored in subsequent sections of this report.



6. Command-and-Control (C2)

Command-and-control (C2) infrastructure plays a central role in enabling Akira affiliates to maintain situational
awareness, issue commands, and coordinate post-exploitation activity within compromised environments.
Analysis of Akira intrusions indicates a deliberate preference for C2 mechanisms that prioritize stealth,
reliability, and resilience over technical complexity. By leveraging ubiquitous protocols, legitimate-looking
infrastructure, and adaptive communication patterns, Akira affiliates are able to sustain control over
compromised systems while minimizing the likelihood of detection by traditional network security controls.

Use of HTTPS as a Primary C2 Channel

Akira affiliates rely predominantly on HTTPS-based communication for command-and-control operations. This
choice allows C2 traffic to blend seamlessly into normal encrypted web traffic, significantly reducing the
effectiveness of port-based filtering, signature-based intrusion detection, and simple traffic inspection
techniques. Because HTTPS traffic is both common and essential for business operations, organizations are
often reluctant or unable to apply restrictive controls that might disrupt legitimate activity, creating a permissive
environment in which malicious communications can operate undetected.

The use of HTTPS also benefits Akira affiliates by providing encryption by default, obscuring the content of
communications from network monitoring tools that lack decryption capabilities. Even in environments where
TLS inspection is deployed, inspection coverage is often incomplete due to performance constraints, privacy
considerations, or technical limitations. As a result, a substantial portion of outbound HTTPS traffic may remain
opaque to defenders, allowing Akira C2 traffic to evade inspection entirely.

Akira’s reliance on HTTPS reflects a broader trend among ransomware and post-exploitation frameworks
toward the use of web protocols as primary C2 channels. This approach reduces operational friction for
affiliates, simplifies tooling requirements, and increases the likelihood that communications will be permitted
by network egress controls.

Legitimate-Looking Infrastructure and Domain Masquerading

A notable characteristic of Akira C2 infrastructure is the frequent use of domains and services designed to
resemble legitimate web platforms, content delivery networks (CDNs), or benign cloud-based services. Domain
names are often crafted to appear generic, business-related, or technology-focused, avoiding obvious indicators
of malicious intent. This domain masquerading strategy reduces the likelihood that defenders will block or
investigate traffic based solely on domain reputation or naming conventions.

In some cases, Akira affiliates have leveraged infrastructure hosted by reputable cloud providers or shared
hosting platforms. By operating within trusted environments, attackers benefit from the implicit trust granted to
these providers and reduce the effectiveness of IP-based blocking. Additionally, cloud-hosted infrastructure
allows for rapid provisioning, scaling, and rotation of C2 servers, enhancing resilience against takedowns or
defensive countermeasures.

The use of legitimate cloud infrastructure also complicates attribution and response. Blocking entire cloud
provider address ranges is often impractical, and individual malicious instances may be difficult to distinguish
from legitimate tenants. This forces defenders to rely on more nuanced detection strategies based on behavioral
analysis rather than static indicators.

Adaptive and Low-Frequency Beaconing



Akira C2 communications are characterized by low-frequency beaconing patterns designed to minimize
network noise and avoid triggering anomaly-based detection systems. Rather than maintaining constant or high-
volume communication, compromised systems typically check in at irregular or extended intervals. This
reduces the visibility of C2 traffic and allows it to blend into the background of normal web activity.

Beaconing intervals may be dynamically adjusted based on network conditions, time of day, or perceived
defensive posture. For example, affiliates may increase communication frequency during active hands-on-
keyboard sessions and reduce it during periods of inactivity. This adaptive behavior suggests an awareness of
network monitoring practices and an effort to tailor activity to the operational environment.

Low-frequency beaconing also provides a degree of operational resilience. Even if some communications are
blocked or disrupted, periodic check-ins may be sufficient to maintain control and re-establish full
communication when conditions permit. This approach aligns with Akira’s broader emphasis on patience and
persistence rather than rapid, noisy action.

Integration with Post-Exploitation Activity

C2 infrastructure is tightly integrated into Akira’s post-exploitation workflow. Through C2 channels, affiliates
can issue commands, deploy scripts, retrieve reconnaissance data, and coordinate lateral movement across
compromised systems. The use of HTTPS-based C2 enables these actions to be conducted remotely without
requiring direct interactive access, reducing the need for overt RDP sessions or other high-visibility techniques.

In some intrusions, C2 communication appears to support modular functionality, allowing affiliates to
selectively activate capabilities such as credential harvesting, network scanning, or data staging. This modular
approach reduces the attack surface of deployed tooling and limits unnecessary activity that might increase
detection risk. It also allows affiliates to tailor their actions to the specific characteristics of the target
environment.

C2 channels may also be used to exfiltrate limited amounts of reconnaissance data or operational metadata, such
as system identifiers, privilege levels, or network topology information. By transmitting only essential
information, affiliates minimize outbound data volumes and reduce the likelihood of triggering data loss
prevention (DLP) or anomaly-based alerts.

Resilience and Infrastructure Rotation

Resilience is a key consideration in Akira’s C2 design. Affiliates frequently employ multiple domains or
fallback communication paths to ensure continued connectivity in the event that a primary C2 endpoint is
blocked or taken down. Infrastructure rotation is facilitated by the use of cloud-hosted services and automated
deployment processes, allowing new C2 endpoints to be brought online quickly.

This resilience complicates defensive efforts, as blocking a single domain or IP address may have limited
impact on overall attacker capability. In some cases, compromised systems may be preconfigured with multiple
C2 endpoints or logic to retrieve updated C2 information dynamically. This allows affiliates to adapt to
changing defensive conditions without redeploying tooling.

Detection Challenges and Defensive Implications

The C2 techniques employed by Akira present significant challenges for network defenders. Because traffic is
encrypted, low-volume, and routed through legitimate-looking infrastructure, traditional network-based
detection mechanisms may fail to identify malicious activity. Port-based filtering and static indicator blocking
are particularly ineffective against HTTPS-based C2.



Effective detection of Akira C2 activity requires a focus on behavioral and contextual analysis. This includes
identifying anomalous outbound connections from systems that do not typically initiate external HTTPS traffic,
unusual domain access patterns, and deviations from established baselines of network behavior. Correlating
network activity with endpoint telemetry, authentication events, and administrative actions is essential to
building a complete picture of potential compromise.

Organizations that lack visibility into encrypted traffic, do not baseline normal outbound communication
patterns, or rely heavily on perimeter defenses without internal monitoring are at elevated risk of prolonged
undetected Akira activity. Improving C2 detection therefore requires investment in comprehensive logging,
cross-domain correlation, and advanced analytics rather than reliance on simple blocking controls.

Summary

In summary, Akira’s command-and-control strategy is defined by the use of HTTPS-based communication,
legitimate-looking infrastructure, and adaptive, low-frequency beaconing patterns. These techniques enable
affiliates to maintain control over compromised environments while minimizing detection risk and resisting
defensive disruption. As with other aspects of Akira’s tradecraft, the C2 approach prioritizes reliability and
stealth over technical novelty, reinforcing the group’s effectiveness as a persistent ransomware threat.
Understanding and addressing these C2 behaviors is critical to improving detection and response capabilities, as
explored in subsequent sections of this report.



7. Data Exfiltration and Impact Preparation

Data exfiltration and impact preparation represent a decisive phase in Akira intrusions, marking the transition
from access-oriented activity to monetization-focused operations. Prior to deploying ransomware, Akira
affiliates consistently invest significant effort in identifying, staging, and exfiltrating sensitive business data
while simultaneously assessing and undermining the victim’s ability to recover. This dual-track approach
maximizes extortion leverage and ensures that even if encryption is delayed, disrupted, or abandoned, the
intrusion can still yield financial returns.

Identification and Prioritization of Sensitive Data

Following successful post-exploitation and lateral movement, Akira affiliates conduct targeted searches for
high-value data across the compromised environment. Rather than indiscriminately collecting large volumes of
information, affiliates appear to prioritize data types most likely to increase extortion pressure and reputational
impact. Financial records, legal documents, contracts, merger and acquisition materials, intellectual property,
and human resources data are frequently targeted due to their sensitivity and potential regulatory implications.

Affiliates typically leverage built-in operating system utilities and standard file system enumeration techniques
to locate data repositories. Network file shares, document management systems, collaboration platforms, and
database servers are common focal points. In some cases, attackers specifically seek out directories associated
with executive leadership, finance departments, legal teams, or human resources, reflecting an understanding of
organizational data value and leverage dynamics.

This selective approach to data identification reduces operational overhead and minimizes unnecessary activity
that could trigger alerts. By focusing on a curated subset of sensitive information, affiliates can achieve
significant leverage without generating excessive data movement or storage artifacts.

Data Staging and Internal Aggregation

Once identified, sensitive data is often staged internally before exfiltration. Staging typically occurs on systems
that provide sufficient storage capacity, network accessibility, and low monitoring visibility. File servers,
backup servers, and underutilized application servers are commonly used as staging points.

Internal staging serves several purposes. First, it allows affiliates to aggregate data from multiple sources into a
single location, simplifying subsequent exfiltration. Second, it reduces outbound network activity during the
initial phases of data collection, lowering the risk of triggering data loss prevention (DLP) or anomaly-based
network alerts. Third, it enables attackers to compress, encrypt, or reorganize data prior to transfer, improving
efficiency and operational control.

Staging activity is often conducted gradually and intermittently, further blending malicious behavior into
normal file access patterns. In environments with limited file access auditing or insufficient monitoring of
internal data movement, these activities may go unnoticed for extended periods.

Exfiltration Tooling and Techniques

Akira affiliates rely primarily on widely available file transfer utilities and cloud synchronization tools for data
exfiltration. Rather than deploying custom exfiltration malware, affiliates favor tools that are commonly used
for legitimate administrative or business purposes. This includes standard command-line utilities, file
synchronization software, and cloud storage clients.



The use of legitimate tools provides several advantages. It reduces the likelihood of triggering signature-based
detection, allows exfiltration traffic to blend into normal outbound patterns, and minimizes the need for custom
tooling that could fail or attract attention. In some cases, exfiltration is conducted over HTTPS, further
obscuring content and reducing the effectiveness of network inspection.

Data transfers are often throttled or scheduled during periods of high legitimate network activity to further
reduce visibility. Affiliates may also segment exfiltration into multiple smaller transfers rather than a single
large data movement event. This approach complicates detection efforts and makes it more difficult for
defenders to distinguish malicious activity from routine business operations.

In several investigated cases, forensic evidence indicated that data exfiltration was either confirmed or assessed
as highly likely, even when ransomware encryption was not ultimately observed. This underscores that data
theft is not merely a preparatory step for encryption but a primary monetization mechanism in its own right.

Parallel Assessment of Backup and Recovery Capabilities

Simultaneously with data exfiltration activities, Akira affiliates conduct systematic reconnaissance of backup
and recovery infrastructure. This includes identifying backup servers, snapshot repositories, disaster recovery
platforms, and virtualization management interfaces. The objective is to assess the organization’s ability to
restore systems without paying a ransom and to identify opportunities to disrupt or degrade recovery
capabilities.

Affiliates typically enumerate backup configurations, retention policies, and administrative access controls.
Backup servers that are domain-joined or accessible using compromised credentials are of particular interest, as
they present opportunities for direct manipulation. Virtualization environments, including hypervisor hosts and
management consoles, are also frequently targeted due to their central role in hosting multiple workloads.

This reconnaissance phase informs subsequent decision-making regarding the timing and scope of ransomware
deployment. Environments with robust, isolated backups may require additional preparatory actions to increase
extortion leverage, while those with weaker recovery capabilities may be deemed ready for immediate impact.

Backup Sabotage and Recovery Inhibition

Where feasible, Akira affiliates actively attempt to undermine backup and recovery mechanisms prior to
ransomware deployment. This may include deleting backup sets, disabling snapshot functionality, altering
retention policies, or compromising administrative access to backup management systems. In some cases,
affiliates target backup infrastructure directly using elevated credentials obtained earlier in the intrusion.

The timing of backup sabotage varies. In some incidents, disruption occurs shortly before ransomware
deployment to maximize impact and minimize recovery options. In others, sabotage is conducted earlier in the
intrusion lifecycle, allowing affiliates to observe whether recovery mechanisms are restored and to adjust their
strategy accordingly.

This focus on recovery inhibition reflects a sophisticated understanding of incident response dynamics. By
preemptively degrading recovery capabilities, Akira affiliates significantly increase the likelihood that victims
will face prolonged operational disruption and be compelled to engage in ransom negotiations.

Impact Preparation Beyond Encryption

Akira’s impact preparation activities extend beyond data exfiltration and backup sabotage. Affiliates often
gather contextual information that supports extortion efforts, such as organizational structure, regulatory



obligations, and public-facing disclosures. This information can be used to tailor ransom demands, threaten
specific forms of exposure, or increase psychological pressure during negotiations.

In some cases, affiliates appear to delay ransomware deployment intentionally, allowing additional time for data
exfiltration or monitoring of defensive responses. This patience increases the likelithood of successful
monetization and reduces the risk of premature detection interrupting the attack.

Importantly, the absence of ransomware encryption does not necessarily indicate a failed or incomplete
intrusion. Akira affiliates may choose to forego encryption if data exfiltration alone is deemed sufficient for
extortion or if defensive activity increases the perceived risk of continued operations. This adaptive approach
complicates incident assessment and underscores the need to evaluate impact holistically rather than focusing
solely on encryption outcomes.

Implications for Victim Impact and Risk

The data exfiltration and impact preparation phase significantly amplifies the consequences of Akira intrusions.
Beyond immediate operational disruption, victims face potential regulatory penalties, legal exposure,
contractual liabilities, and reputational damage associated with data breaches. For organizations subject to data
protection regulations or critical infrastructure requirements, the implications may include mandatory breach
notifications, regulatory investigations, and long-term compliance obligations.

The likelihood that sensitive data has been accessed or exfiltrated—even in the absence of encryption—raises
the stakes of incident response and recovery. Organizations must consider not only system restoration but also
data exposure assessment, stakeholder communication, and long-term risk mitigation.

Summary

In summary, Akira’s approach to data exfiltration and impact preparation is deliberate, methodical, and tightly
integrated into its overall operational model. By prioritizing sensitive data, staging it internally, exfiltrating it
using legitimate tools, and simultaneously undermining recovery capabilities, affiliates maximize extortion
leverage while minimizing detection risk. This phase represents a critical inflection point in Akira intrusions,
transforming technical compromise into enterprise-level risk and setting the conditions for high-impact
outcomes explored in subsequent sections of this report.

8. Ransomware Deployment Characteristics

Ransomware deployment represents the terminal phase of Akira intrusions and is typically executed only after
extensive preparation and validation activities have been completed. Unlike opportunistic ransomware
operations that deploy encryption shortly after gaining access, Akira affiliates demonstrate a high degree of
restraint and deliberation, ensuring that deployment occurs under conditions most favorable to successful
extortion. This disciplined approach reflects both the group’s operational maturity and its emphasis on
maximizing leverage while minimizing the risk of recovery without payment.

Preconditions for Deployment
Akira affiliates rarely deploy ransomware immediately upon achieving privileged access. Instead, deployment is

contingent on a series of preconditions that are assessed throughout earlier phases of the intrusion. Chief among
these is confirmation that backup and recovery mechanisms have been neutralized, degraded, or rendered



unreliable. As detailed in previous sections, affiliates invest significant effort in enumerating backup
infrastructure, testing restoration capabilities, and, where possible, actively sabotaging recovery systems.

Affiliates also seek confidence that sufficient access has been achieved to enable broad and coordinated impact.
This includes possession of high-privilege credentials, control over key management interfaces, and access to
systems that allow rapid propagation across the environment. Environments that are highly segmented or that
retain isolated, immutable backups may prompt affiliates to delay deployment or adjust their strategy.

In some cases, deployment decisions appear to be influenced by external factors such as defensive activity,
incident response actions, or changes in network behavior. Affiliates may accelerate deployment if they believe
detection is imminent, or conversely delay execution if continued data exfiltration or preparation is assessed to
be low risk.

Targeted Platforms and Payload Diversity

Akira maintains ransomware variants capable of targeting multiple operating systems and infrastructure layers,
including Windows, Linux, and virtualization environments such as VMware ESXi. This multi-platform
capability allows affiliates to tailor deployment to the specific architecture of the victim environment and to
maximize operational disruption.

Windows-based payloads are commonly used to target endpoints and servers across the domain, encrypting
local disks and network-accessible resources. Linux variants are employed in environments hosting critical
applications, databases, or specialized workloads. ESXi-focused variants are particularly impactful, as they
enable encryption of virtual machine disk files at the hypervisor level, potentially disabling dozens or hundreds
of systems simultaneously.

The availability of ESXi-compatible ransomware underscores Akira’s strategic focus on infrastructure-level
impact. By targeting virtualization hosts directly, affiliates can bypass some host-based protections and
significantly complicate recovery efforts, particularly in environments where snapshots and backups have
already been compromised.

Deployment Mechanisms and Propagation

Ransomware deployment is typically conducted using the same legitimate administrative tools leveraged
throughout earlier phases of the intrusion. Affiliates commonly use remote execution mechanisms such as
PsExec, WMI, scheduled tasks, or group policy modifications to distribute and execute ransomware payloads
across multiple systems in a coordinated manner.

This approach allows affiliates to rapidly propagate ransomware without introducing new tooling that might
trigger security alerts. Execution is often initiated under elevated privileges, ensuring that encryption processes
have access to system files, network shares, and other protected resources. In domain environments, centralized
execution enables affiliates to impact a large number of systems within a narrow timeframe.

The timing of deployment is carefully selected to reduce the likelihood of immediate detection and response.
Aftiliates may choose to deploy ransomware during off-hours, weekends, or holidays, when staffing levels are
lower and response times are slower. This timing increases the probability that encryption will complete before
defenders can intervene.

Encryption Behavior and Operational Tempo



Once triggered, Akira ransomware is designed to execute rapidly and efficiently. Encryption activity often
completes within a narrow operational window, minimizing the opportunity for defenders to isolate systems,
terminate processes, or restore from backups in real time. This speed is a critical component of Akira’s
effectiveness, particularly in environments with centralized monitoring and response capabilities.

Encryption behavior typically includes the traversal of local file systems and accessible network shares, with
selective avoidance of certain directories or file types to maintain system stability long enough for ransom notes
to be delivered. In some cases, affiliates may intentionally avoid encrypting specific systems until later stages to
preserve access to management interfaces or monitoring capabilities.

The rapid pace of encryption, combined with prior backup sabotage, often leaves victims with few immediate
recovery options. This operational tempo reinforces the psychological impact of the attack and increases
pressure to engage in negotiations.

Ransom Notes and Victim Notification

Following encryption, victims are presented with ransom notes that provide instructions for contacting Akira
operators via Tor-based negotiation portals. These notes are typically placed on affected systems and may also
be displayed through modified desktop backgrounds or system messages. The content of ransom notes
emphasizes both system encryption and the theft of sensitive data, reinforcing the group’s double-extortion
strategy.

Negotiation portals are professionally maintained and integrated into Akira’s broader extortion infrastructure.
Victims are directed to unique URLs or identifiers that allow operators to track negotiations and manage
communications. The portals often include countdown timers or threats of data publication to increase urgency.

Extortion Posture and Negotiation Dynamics

Akira is known for a relatively aggressive extortion posture and limited negotiation flexibility. Initial ransom
demands are often substantial and calibrated based on perceived organizational size, revenue, and sensitivity of
exfiltrated data. While some negotiation may occur, affiliates and core operators typically demonstrate less
willingness to significantly reduce demands compared to some peer ransomware groups.

The combination of encryption and credible data theft threats provides Akira with strong leverage during
negotiations. Affiliates may reference specific data types or files obtained during exfiltration to reinforce the
seriousness of the threat. In some cases, partial data leaks or proof-of-life disclosures are used to demonstrate
control over stolen information.

The group’s negotiation strategy reflects a focus on efficiency and throughput rather than prolonged
engagement. By maintaining a firm stance, Akira operators aim to reduce negotiation timelines and accelerate
payment, freeing resources for subsequent operations.

Deployment Outcomes and Variability

While ransomware deployment represents the most visible outcome of Akira intrusions, it is important to note
that not all intrusions culminate in encryption. In some cases, affiliates may choose to forego deployment if data
exfiltration alone is assessed to provide sufficient leverage or if defensive actions increase operational risk. This
variability underscores the adaptive nature of Akira’s monetization strategy.



Nevertheless, when deployment does occur, it is typically executed decisively and with significant impact. The
combination of prior preparation, rapid execution, and aggressive extortion posture contributes to high
disruption levels and challenging recovery scenarios for victims.

Implications for Incident Response

The characteristics of Akira ransomware deployment have important implications for incident response and
recovery planning. The speed and coordination of encryption, coupled with backup sabotage, leave limited
opportunities for reactive containment once deployment begins. As a result, effective defense depends heavily
on early detection during pre-deployment phases, such as initial access, lateral movement, or data exfiltration.

Organizations that rely solely on post-encryption response measures are unlikely to prevent significant impact.
Instead, defensive strategies must focus on disrupting the conditions required for deployment, including
protecting backup infrastructure, monitoring administrative activity, and detecting anomalous behavior
indicative of preparation phases.

Summary

In summary, Akira’s ransomware deployment characteristics reflect a mature and disciplined operational model.
Deployment is deliberately delayed until preparation objectives are met, targeting is tailored to the victim’s
infrastructure, and execution is rapid and coordinated. The group’s aggressive extortion posture and limited
negotiation flexibility further amplify impact. Understanding these deployment characteristics is critical to
contextualizing Akira’s overall threat profile and informs the defensive recommendations outlined in later
sections of this report.

9. Victimology

Analysis of confirmed and suspected Akira ransomware incidents indicates that the group employs a broadly
opportunistic victim selection strategy, targeting organizations across a wide range of sectors and geographic
regions. Rather than focusing on specific industries, countries, or ideological adversaries, Akira affiliates appear
to prioritize organizations that present a favorable balance of attack surface exposure, operational complexity,
and perceived ability to pay. This pragmatic approach is consistent with Akira’s strictly financial motivation
and affiliate-driven operational model.

Sectoral Distribution

Akira has targeted organizations across numerous sectors, with recurring victim categories including
manufacturing, logistics and transportation, healthcare, professional services, and technology. These sectors
share several characteristics that make them attractive targets: reliance on continuous operations, complex and
often hybrid IT environments, significant volumes of sensitive data, and, in many cases, externally exposed
access infrastructure to support distributed workforces or operational technology (OT) integration.

Manufacturing and logistics organizations are frequently targeted due to their dependence on uptime and just-
in-time processes. Disruption in these environments can have immediate and cascading operational
consequences, increasing pressure to resolve incidents quickly. Additionally, such organizations often operate
legacy systems, maintain flat or partially segmented networks, and expose remote access services to support
suppliers, partners, and remote facilities, all of which increase attack surface.



Healthcare organizations represent another prominent victim category. These environments typically store large
volumes of highly sensitive personal and medical data, making data exfiltration particularly damaging from
both regulatory and reputational perspectives. Operational disruption in healthcare settings also carries
heightened urgency due to potential patient safety implications, increasing extortion leverage. While healthcare
organizations may have lower average revenue than some other sectors, the criticality of services and sensitivity
of data make them attractive targets.

Professional services and technology firms are also commonly affected. These organizations often hold
sensitive client data, intellectual property, and strategic information that can be leveraged for extortion. In
addition, technology firms may provide downstream access to other organizations, increasing the potential
secondary impact of compromise. The presence of skilled IT staff in these sectors does not necessarily translate
into reduced risk, particularly when external access infrastructure or identity systems are misconfigured or
under-monitored.

Importantly, Akira’s sectoral targeting does not suggest exclusivity or specialization. Rather, affiliates appear
willing to target any organization that meets their operational and financial criteria, regardless of industry. This
flexibility increases the overall threat posed by Akira, as virtually any sector with exposed infrastructure and
limited detection capabilities may be at risk.

Organization Size and Complexity

Victims attributed to Akira are predominantly mid-sized to large enterprises. These organizations typically
possess sufficient financial resources to make ransom payments viable while also exhibiting levels of IT
complexity that create exploitable weaknesses. Complex environments often include a mix of on-premises
infrastructure, cloud services, virtualization platforms, third-party integrations, and legacy systems, all of which
increase the likelihood of misconfigurations and monitoring gaps.

Mid-sized organizations are particularly attractive targets. They often lack the security maturity, staffing, and
monitoring capabilities of large enterprises but still maintain critical operations and valuable data. At the same
time, they may not benefit from the same level of law enforcement attention or public scrutiny as very large
organizations, reducing perceived risk for attackers.

Large enterprises are also targeted, particularly when they expose VPN infrastructure or other perimeter
services at scale. While these organizations may have more robust security controls, the sheer size and
complexity of their environments can make comprehensive monitoring difficult. Akira affiliates appear adept at
exploiting these complexities, particularly by blending into legitimate administrative activity and leveraging
under-monitored infrastructure components.

External Exposure as a Primary Selection Criterion

Across sectors and organization sizes, one of the most consistent victim characteristics is the presence of
externally exposed access infrastructure. SSL. VPN services, remote administration portals, and other perimeter
access points represent critical selection factors for Akira affiliates. Organizations that expose such services
without robust authentication controls, timely patching, or comprehensive monitoring are disproportionately
represented among victims.

This emphasis on external exposure reflects Akira’s evolved operational model, which prioritizes access vectors
that bypass endpoint defenses and provide authenticated entry into internal networks. From a victimology
perspective, this means that risk is less correlated with industry or geography and more closely tied to technical
posture and exposure management.



Organizations that rely heavily on remote access to support distributed workforces, third-party vendors, or
operational requirements are therefore at elevated risk, particularly if VPN infrastructure is treated as a purely
IT availability component rather than a high-risk security boundary.

Geographic Distribution

Akira’s geographic targeting is global in scope, with victims identified across North America, Europe, Asia-
Pacific, and other regions. There is no discernible regional bias or concentration that would suggest geopolitical
motivation or targeting priorities based on nationality. Instead, geographic distribution appears to reflect the
global availability of vulnerable infrastructure and the ubiquity of remote access technologies.

This lack of geographic discrimination further underscores Akira’s financial motivation. Affiliates appear
willing to target organizations in any jurisdiction where extortion is feasible, subject only to practical
considerations such as payment mechanisms, language barriers, and legal risk. There is no consistent evidence
of targeting exclusions based on nationality, nor of preferential targeting of specific countries.

From a defensive standpoint, this global scope means that Akira should be considered a relevant threat
regardless of organizational location. Regional regulatory environments may influence post-incident
consequences, but they do not appear to significantly deter targeting decisions.

Absence of Ideological or Strategic Targeting

There is no evidence to suggest that Akira engages in ideological, political, or strategic targeting. Unlike some
threat actors that avoid certain sectors or countries due to political considerations, Akira’s targeting decisions
appear driven almost entirely by economic opportunity and operational feasibility.

Critical infrastructure organizations are not explicitly excluded, nor are small organizations categorically
avoided. Instead, affiliates assess each environment individually, considering factors such as access reliability,
potential impact, and expected return on investment. This flexible approach allows Akira to adapt quickly to
changing conditions and to exploit emerging opportunities across the global threat landscape.

Repeat Targeting and Opportunistic Access

In some cases, Akira affiliates appear to leverage access obtained through third-party compromises or
previously established footholds. This may include credentials acquired long before an intrusion is initiated or
access inherited from earlier threat activity unrelated to Akira. Such opportunistic use of existing access
highlights the interconnected nature of the ransomware ecosystem and the role of access brokers in facilitating
victim selection.

There is limited evidence of systematic repeat targeting of the same organization by Akira itself; however,
organizations that fail to remediate underlying access weaknesses may be vulnerable to subsequent intrusions,
either by Akira affiliates or by other ransomware groups. This reinforces the importance of addressing root
causes rather than focusing solely on immediate incident containment.

Implications for Risk Assessment

From a victimology perspective, Akira’s targeting behavior suggests that risk is best understood as a function of
exposure and preparedness rather than industry or geography. Organizations with exposed VPN infrastructure,
limited monitoring of identity and access activity, complex environments, and insufficient backup isolation are
at elevated risk regardless of sector.



The breadth of Akira’s victim profile also complicates defensive prioritization. Because no single industry is
uniquely targeted, organizations cannot rely on sector-based threat assumptions to guide resource allocation.
Instead, defensive strategies must focus on reducing attack surface, improving detection of post-authentication
activity, and strengthening resilience against pre-impact preparation and ransomware deployment.

Summary

In summary, Akira’s victimology reflects a pragmatic, opportunistic approach driven by financial incentives
and operational feasibility. The group targets mid-sized to large organizations across a wide range of sectors
and geographic regions, with selection influenced primarily by external exposure, environmental complexity,
and perceived ability to pay. The absence of ideological or regional bias, combined with a focus on perimeter
access infrastructure, makes Akira a broadly relevant threat to organizations worldwide. Understanding these
victim patterns is critical for contextualizing Akira’s risk profile and for informing the defensive and strategic
recommendations outlined in subsequent sections of this report.



10. MITRE ATT&CK Mapping

Akira ransomware activity demonstrates consistent alignment with multiple tactics and techniques defined in
the MITRE ATT&CK framework. This alignment is not incidental; rather, it reflects a mature and repeatable
operational playbook that has been observed across multiple intrusions conducted by different affiliates.
Mapping Akira activity to MITRE ATT&CK provides a structured lens through which to understand the
group’s behavior across the full attack lifecycle and supports high-confidence attribution even in the absence of
unique malware signatures.

Initial Access

Akira’s initial access activity aligns primarily with the Exploit Public-Facing Application and Valid
Accounts techniques. As detailed in earlier sections, affiliates frequently compromise externally exposed SSL
VPN appliances to gain authenticated access to victim environments. This may occur through exploitation of
known vulnerabilities affecting VPN platforms or through the use of valid credentials obtained via prior
breaches, credential reuse, or underground access markets.

The use of valid accounts is particularly significant from an ATT&CK perspective, as it allows attackers to
bypass many security controls designed to detect malicious payload delivery or exploit execution. Once
authenticated, Akira affiliates can operate within the environment using legitimate sessions, making their
activity difficult to distinguish from authorized user behavior. This technique also complicates attribution, as
traditional indicators associated with exploitation or malware delivery may be absent.

The consistent use of these initial access techniques across incidents reinforces their role as foundational
elements of Akira’s operational model and highlights the importance of monitoring authentication events and
public-facing services as part of defensive strategy.

Persistence

Persistence mechanisms employed by Akira affiliates map closely to the Scheduled Task/Job and Registry
Run Keys / Startup Folder techniques. Affiliates routinely establish persistence shortly after gaining internal
access, often under SYSTEM-level context, to ensure continued control over compromised systems.

Scheduled tasks are commonly created with names and descriptions designed to resemble legitimate Microsoft
services or maintenance activities. These tasks may execute PowerShell scripts or binaries at system startup,

user logon, or regular intervals. From an ATT&CK perspective, this technique is particularly effective because
scheduled tasks are widely used in enterprise environments and are rarely scrutinized unless explicitly flagged.

Registry-based autorun entries serve as an alternative or complementary persistence mechanism. By linking
execution to benign-looking binaries or common script interpreters, affiliates further reduce the likelihood of
detection. The repeated observation of these persistence techniques across Akira intrusions provides strong
behavioral indicators that can be leveraged for detection and attribution.

Privilege Escalation
Privilege escalation activity associated with Akira aligns most clearly with the Token Impersonation
technique. Affiliates frequently leverage access tokens associated with higher-privilege users to elevate their

effective permissions without directly exploiting vulnerabilities or deploying privilege escalation exploits.

Token impersonation is particularly effective in Windows domain environments where multiple users and
services operate concurrently. By impersonating existing tokens, attackers can perform actions as domain



administrators or service accounts, enabling access to sensitive systems and resources. This technique is
difficult to detect without detailed monitoring of token usage patterns and privilege context changes.

While other privilege escalation methods may be employed opportunistically, the consistent use of token
impersonation reflects Akira’s preference for low-noise techniques that leverage existing access rather than
introducing new exploit code.

Lateral Movement

Akira’s lateral movement activity maps strongly to the PsExec and SMB/Windows Admin Shares techniques.
Affiliates rely heavily on native administrative tools to move laterally across compromised environments once
credentials are obtained.

PsExec is frequently used to execute commands or deploy tooling on remote systems. Because PsExec is a
legitimate administrative utility, its use does not inherently indicate malicious activity. However, in Akira
intrusions, PsExec usage is often correlated with anomalous authentication patterns, unusual execution timing,
or activity involving systems outside of normal administrative scope.

SMB-based lateral movement is also common, particularly when affiliates possess credentials with broad
network access. By authenticating to administrative shares, attackers can execute commands, transfer files, and
enumerate systems without deploying additional malware. This technique is especially effective in
environments with flat network architectures or overly permissive administrative access.

The repeated use of these lateral movement techniques across incidents underscores their role as core
components of Akira’s tradecraft and provides valuable opportunities for detection through behavioral
correlation.

Command and Control

Command-and-control activity associated with Akira aligns with the Web Protocols (HTTPS) technique.
Affiliates rely predominantly on HTTPS-based communication to maintain control over compromised systems,
issue commands, and retrieve operational data.

The use of HTTPS allows C2 traffic to blend into normal encrypted web traffic and reduces the effectiveness of
port-based filtering and simple network inspection. Domains used for C2 often masquerade as legitimate web
services or content delivery networks and may be hosted on reputable cloud infrastructure. This approach
complicates detection and takedown efforts and reflects a broader trend toward encrypted and legitimate-
looking C2 channels.

From a MITRE ATT&CK perspective, the consistent use of web protocols for C2 is a key behavioral indicator
that can be correlated with other suspicious activity, such as anomalous process execution or unexpected
outbound connections from internal servers.

Impact
Akira’s impact-related activity maps to the Data Encrypted for Impact and Inhibit System Recovery
techniques. Ransomware deployment is typically the final stage of the intrusion and is executed only after

extensive preparation, including data exfiltration and backup sabotage.

Encryption activity is designed to execute rapidly and at scale, often impacting multiple systems within a
narrow timeframe. In parallel, affiliates actively undermine recovery capabilities by deleting backups, disabling



snapshots, or compromising backup management systems. This combination maximizes operational disruption
and extortion leverage.

Importantly, Akira’s impact techniques are often preceded by extended pre-impact activity, including data
exfiltration. While data theft itself may map to additional ATT&CK techniques, the ultimate objective remains
the same: to compel payment through a combination of operational disruption and credible data exposure
threats.

Attribution Confidence and Analytical Value

The consistent mapping of Akira activity across multiple ATT&CK tactics and techniques supports high-
confidence attribution. While individual techniques such as PsExec usage or HTTPS-based C2 are not unique to
Akira, the specific combination, sequencing, and contextual application of these techniques form a recognizable
pattern.

Across multiple incidents, Akira intrusions demonstrate a similar progression: perimeter-based initial access,
rapid establishment of persistence, low-noise privilege escalation, targeted lateral movement, encrypted C2
communication, and deliberate impact execution. This repeatable pattern enables analysts to distinguish Akira
activity from that of other ransomware groups, even in the absence of distinctive malware artifacts.

From a defensive perspective, ATT&CK mapping provides a framework for prioritizing detection and response
efforts. By focusing on techniques that appear consistently across Akira intrusions, organizations can develop
targeted detections and hunting hypotheses that address the most critical stages of the attack lifecycle.

Summary

In summary, Akira ransomware activity exhibits strong and consistent alignment with multiple MITRE
ATT&CK tactics and techniques, spanning initial access, persistence, privilege escalation, lateral movement,
command-and-control, and impact. This alignment reflects a mature and repeatable operational model and
supports high-confidence attribution across incidents. Mapping Akira behavior to the ATT&CK framework not
only enhances analytical understanding but also provides actionable insights for detection, hunting, and
defensive prioritization, as further explored in subsequent sections of this report.



11. Indicators of Compromise (I0Cs)

Identification of Akira-related activity presents distinct challenges due to the group’s deliberate avoidance of
static, easily blockable indicators and its reliance on legitimate tools, encrypted communications, and rapidly
rotating infrastructure. As a result, traditional indicators of compromise such as IP addresses, domains, file
hashes, and specific malware signatures often have limited analytical and operational value. These indicators
tend to have short shelf lives and may only be relevant during narrow windows of active exploitation.

Instead, Akira intrusions are most reliably detected through behavioral and contextual indicators that reflect
deviations from expected administrative activity, authentication patterns, and system usage. These indicators,
when correlated across identity, endpoint, and network telemetry, provide a more durable and effective basis for
detection, hunting, and attribution.

Limitations of Static Indicators

Static I0Cs, including IP addresses, domain names, and cryptographic hashes, are inherently fragile in the
context of Akira operations. Affiliates frequently rotate command-and-control infrastructure, leverage reputable
cloud providers, and deploy tooling dynamically using built-in system utilities rather than persistent malware
binaries. As a result, static indicators may become obsolete within hours or days and may not be shared widely
enough to be operationally useful.

Furthermore, the use of legitimate tools and protocols means that many artifacts associated with Akira activity
are indistinguishable at a superficial level from benign activity. Blocking infrastructure based solely on
reputation risks false positives and operational disruption, particularly when malicious traffic is hosted on
shared or trusted platforms. Consequently, reliance on static indicators alone is insufficient to detect or disrupt
Akira intrusions.

Behavioral Indicators as Primary Detection Signals

Behavioral indicators provide a more resilient and context-aware approach to identifying Akira activity. These
indicators focus on how systems and users behave rather than on specific technical artifacts, allowing detection
to persist even as infrastructure and tooling change.

One of the most consistent behavioral indicators observed in Akira intrusions is unexpected PowerShell
execution under SYSTEM-level context. Affiliates frequently leverage PowerShell for persistence,
reconnaissance, and post-exploitation tasks, often executing scripts with elevated privileges shortly after gaining
access. In many environments, legitimate SY STEM-level PowerShell execution is rare or tightly controlled,
making deviations from baseline behavior a strong indicator of compromise.

PowerShell scripts associated with Akira activity often masquerade as legitimate maintenance or productivity
components, such as OneDrive synchronization or Windows Update processes. While the script names and file
paths may appear benign, the execution context, timing, and associated network or file system activity can
reveal malicious intent. Environments lacking script block logging or command-line auditing are particularly
vulnerable to this technique.

Persistence-Related Indicators

Another key category of behavioral indicators involves the creation and modification of persistence
mechanisms. Scheduled tasks with names mimicking Microsoft services are a recurring feature of Akira
intrusions. These tasks are often created shortly after initial access and configured to execute PowerShell scripts
or binaries at startup or at regular intervals.



Detection of suspicious scheduled tasks requires not only monitoring task creation events but also maintaining
an accurate baseline of legitimate scheduled tasks within the environment. Tasks that execute from unusual
directories, run under SYSTEM context without clear justification, or were created outside of standard change
windows should be treated as high-risk indicators.

Similarly, registry-based autorun entries linked to benign-looking binaries can indicate persistence activity.
While such entries are common in enterprise environments, changes that coincide with anomalous
authentication events or lateral movement activity warrant further investigation.

Lateral Movement Indicators

Akira affiliates rely heavily on native administrative tools for lateral movement, making PsExec usage outside
of approved administrative workflows a particularly valuable indicator of compromise. PsExec is widely used
by administrators, but its use is typically limited to specific systems, accounts, and operational contexts.

PsExec execution originating from unexpected source systems, occurring outside of normal business hours, or
involving accounts not typically associated with remote administration should be considered suspicious.
Correlating PsExec usage with recent VPN authentication events or credential access activity can further
increase confidence in malicious attribution.

SMB-based lateral movement also generates detectable patterns, such as repeated authentication attempts to
administrative shares across multiple systems. While individual SMB connections may not be suspicious, bursts
of activity involving multiple targets and elevated credentials can indicate automated or semi-automated lateral
movement consistent with Akira tradecraft.

Identity and Authentication Indicators

Identity-related telemetry is particularly valuable for detecting Akira intrusions, given the group’s reliance on
valid credentials and authenticated access. One high-confidence indicator involves VPN logins followed by
immediate lateral authentication attempts within the internal network.

In multiple incidents, Akira affiliates authenticated via VPN and then rapidly attempted to access internal
systems using SMB or RDP, often within minutes of initial login. This pattern differs from typical user
behavior, where VPN access is followed by interaction with a limited set of applications or systems. Rapid
lateral authentication attempts across multiple hosts suggest reconnaissance or privilege validation activity.

Additional identity-based indicators include VPN logins from unusual geographic locations, access during
atypical hours, or authentication using accounts that do not normally require remote access. These indicators are
especially valuable when combined with endpoint or network telemetry showing concurrent administrative
activity.

Backup and Recovery Access Indicators

Access to backup and recovery infrastructure outside of approved maintenance windows is another strong
indicator of Akira activity. Affiliates consistently enumerate and interact with backup systems during pre-
impact preparation, often using elevated credentials obtained earlier in the intrusion.

Indicators include unexpected logins to backup management consoles, deletion or modification of backup jobs,
changes to snapshot configurations, or direct access to backup repositories. Because backup systems are
typically accessed by a small set of administrators on a predictable schedule, deviations from established
patterns are highly suspicious.



Monitoring backup-related activity is particularly important because it often occurs shortly before ransomware
deployment. Early detection at this stage can provide a critical opportunity to contain the intrusion before
encryption or data destruction occurs.

Correlation and Contextual Analysis

Individually, many of the indicators described above may be ambiguous or overlap with legitimate
administrative behavior. The analytical value of these indicators increases significantly when they are correlated
across multiple data sources and timeframes. For example, a VPN login followed by SYSTEM-level
PowerShell execution, scheduled task creation, and PsExec usage within a short period strongly suggests
malicious activity.

Akira intrusions often exhibit clusters of related behaviors rather than isolated anomalies. Effective detection
therefore depends on the ability to correlate identity, endpoint, and network telemetry and to evaluate activity in
context rather than in isolation.

Use of Behavioral I0Cs for Attribution

Beyond detection, behavioral IOCs play a critical role in attribution. While no single technique used by Akira is
unique, the consistent combination and sequencing of behaviors—perimeter-based access, rapid persistence
establishment, low-noise lateral movement, backup reconnaissance, and encrypted C2—form a recognizable
operational pattern.

Across multiple incidents, this pattern has enabled analysts to attribute activity to Akira with high confidence,
even when static indicators differed or were unavailable. Behavioral consistency across affiliates reinforces the
value of this approach and supports its use in both proactive hunting and post-incident analysis.

Summary

In summary, effective identification of Akira intrusions relies on behavioral and contextual indicators rather
than static IOCs. Unexpected SYSTEM-level PowerShell execution, suspicious persistence mechanisms,
anomalous PsExec usage, rapid post-VPN lateral movement, and unauthorized access to backup systems
collectively provide strong signals of compromise. Because Akira deliberately minimizes static artifacts and
rotates infrastructure frequently, organizations must prioritize behavioral detection, cross-domain correlation,
and strong baselining to identify and disrupt activity. These indicators form a critical foundation for the
detection, response, and defensive strategies outlined in subsequent sections of this report.

12. Risk Assessment

Organizations compromised by Akira face a multifaceted risk profile that extends well beyond the immediate
technical consequences of ransomware deployment. Akira’s operational model—characterized by stealthy
initial access, extended dwell time, systematic pre-impact preparation, and aggressive extortion—creates
compounded operational, financial, legal, and reputational risks. Importantly, these risks may materialize even
in cases where ransomware encryption is not ultimately observed, underscoring the need to evaluate impact
holistically rather than through a purely technical lens.

Operational Risk



From an operational standpoint, Akira intrusions pose a high risk of widespread service disruption. The group’s
emphasis on compromising infrastructure-level components, such as identity services, virtualization platforms,
and backup systems, enables affiliates to affect multiple business functions simultaneously. When ransomware
is deployed, encryption activity is typically rapid and coordinated, often completing before defenders can isolate
affected systems or initiate recovery procedures.

Even in the absence of encryption, Akira’s post-exploitation activity can disrupt normal operations.
Unauthorized administrative actions, credential misuse, and manipulation of system configurations may degrade
system stability, undermine trust in IT controls, and require extensive remediation efforts. Extended dwell time
increases the likelihood that attackers have modified systems in ways that are not immediately apparent,
complicating recovery and prolonging downtime.

The deliberate targeting of backup infrastructure further amplifies operational risk. By deleting backups,
disabling snapshots, or compromising recovery systems, Akira affiliates reduce the organization’s ability to
restore services quickly. This not only increases the immediate impact of an attack but also extends recovery
timelines and resource requirements, particularly in complex environments with interdependent systems.

Financial Risk

The financial risk associated with Akira intrusions is substantial and multifaceted. Direct costs may include
ransom payments, incident response and forensic investigation expenses, system restoration and rebuilding
costs, and increased cybersecurity spending following the incident. Akira’s aggressive extortion posture and
limited negotiation flexibility can result in significant ransom demands, particularly for mid-sized to large
enterprises with perceived ability to pay.

Indirect financial impacts are often more difficult to quantify but can be equally significant. Prolonged
operational disruption may lead to lost revenue, contractual penalties, and supply chain impacts. For
organizations in manufacturing, logistics, or service delivery sectors, even short periods of downtime can have
cascading financial consequences.

Additionally, costs associated with data breach response—such as legal counsel, regulatory compliance,
customer notification, credit monitoring, and public relations—can exceed the immediate costs of system
recovery. These expenses may arise even if encryption is avoided, provided that data exfiltration is confirmed or
reasonably suspected.

Regulatory and Legal Risk

Akira’s emphasis on data exfiltration significantly elevates regulatory and legal risk. Sensitive data, including
personal, financial, and proprietary information, is frequently targeted during pre-impact activity. In
jurisdictions with data protection and cybersecurity regulations, unauthorized access or exfiltration of such data
may trigger mandatory breach notification requirements and regulatory investigations.

Organizations subject to frameworks such as data protection laws, critical infrastructure regulations, or sector-
specific compliance regimes may face fines, sanctions, or corrective action orders following an Akira intrusion.
Regulatory scrutiny may focus not only on the breach itself but also on the adequacy of preventative controls,
monitoring capabilities, and incident response processes.

Legal risk may also arise from litigation initiated by affected customers, partners, or employees. Claims related
to negligence, breach of contract, or failure to protect sensitive information can result in significant legal
expenses and settlements. Extended dwell time and evidence of prolonged unauthorized access may further
exacerbate legal exposure by raising questions about detection and response effectiveness.



Reputational Risk

Reputational damage is a critical but often underestimated component of Akira-related risk. Public disclosure of
a ransomware incident, particularly one involving data theft, can erode trust among customers, partners, and
investors. This impact may persist long after technical recovery is complete, affecting customer retention, brand
perception, and market position.

Akira’s double-extortion strategy increases the likelihood of public exposure, as the threat of data publication
places pressure on victims to engage in negotiations. Even where data is not ultimately released, the mere
possibility of exposure may require organizations to proactively communicate with stakeholders, drawing
attention to the incident.

For organizations in regulated or trust-sensitive industries, reputational damage may have long-term strategic
implications, including increased scrutiny from regulators, heightened insurance premiums, and challenges in
securing new business.

Likelihood of Compromise

From a likelihood perspective, organizations with exposed VPN infrastructure, particularly those relying on
SSL VPN appliances, face elevated risk of Akira compromise. The group’s demonstrated ability to exploit
authentication weaknesses, abuse valid credentials, and leverage unpatched vulnerabilities makes VPN services
a critical risk factor.

Limited monitoring of post-authentication activity further increases likelihood. Environments that lack visibility
into VPN usage, administrative tool execution, and lateral movement are more susceptible to prolonged
undetected access. Akira affiliates exploit these gaps to conduct reconnaissance and preparation with minimal
resistance.

Complex IT environments with flat network architectures, broadly privileged service accounts, and under-
monitored backup systems also present favorable conditions for Akira activity. Conversely, organizations that
implement strong segmentation, enforce least-privilege access, and actively monitor administrative behavior are
better positioned to detect and disrupt intrusions earlier in the lifecycle.

Time-to-Impact and Dwell Time

The time-to-impact associated with Akira intrusions varies depending on environmental factors and attacker
objectives. In some cases, affiliates may deploy ransomware within days of gaining access, particularly if
recovery capabilities are assessed as weak. In other cases, affiliates remain dormant or engage in low-noise
activity for weeks, gathering intelligence, exfiltrating data, and preparing the environment for maximum impact.

Extended dwell time significantly amplifies overall risk. The longer attackers remain undetected, the greater the
likelihood that sensitive data has been accessed, credentials compromised, and systems modified. This increases
both the scope of potential impact and the complexity of remediation.

Overall Risk Characterization

Taken together, Akira represents a high-impact, high-likelihood threat for organizations with exposed perimeter
infrastructure and insufficient monitoring of post-compromise activity. The group’s emphasis on stealth,
persistence, and pre-impact preparation creates conditions in which damage may be extensive even if
ransomware deployment is avoided or interrupted.



Risk mitigation therefore requires a comprehensive approach that addresses not only ransomware execution but
also the earlier stages of the intrusion lifecycle. Organizations that focus exclusively on endpoint protection or
post-encryption response measures are unlikely to adequately reduce Akira-related risk.

Summary

In summary, Akira intrusions pose significant operational, financial, regulatory, and reputational risks, driven
by extended dwell time, systematic data exfiltration, and aggressive extortion practices. Organizations with
exposed VPN infrastructure and limited post-authentication monitoring are at elevated risk of compromise and
delayed detection. Understanding and addressing these risks requires a shift from reactive response to proactive
detection and resilience, as outlined in the defensive recommendations that follow in subsequent sections of this
report.

13. Defensive Recommendations

Effective defense against Akira ransomware activity requires a layered and proactive approach that addresses
the full intrusion lifecycle rather than focusing solely on ransomware execution. Akira’s emphasis on perimeter
compromise, legitimate tooling, extended dwell time, and pre-impact preparation means that traditional,
reactive security controls are often insufficient. Organizations must prioritize controls that reduce attack
surface, improve visibility into post-authentication activity, and enable early detection of low-noise malicious
behavior.

The recommendations below are structured across strategic, operational, and detection-focused domains to
support both executive decision-making and practical implementation.

Strategic Controls

Strategic controls address structural weaknesses that Akira affiliates consistently exploit. These measures
reduce the likelihood of initial compromise and limit attacker freedom of movement once access is obtained.

Harden VPN Infrastructure

Given Akira’s heavy reliance on SSL VPN compromise, VPN infrastructure should be treated as a critical
security boundary rather than a purely availability-focused service. Organizations should enforce strict patch
management for VPN appliances, prioritizing timely remediation of known vulnerabilities, particularly those
affecting authentication and session handling.

Multi-factor authentication (MFA) should be enforced consistently across all VPN users without exception.
Special attention should be paid to service accounts, administrative users, and third-party access, as these are
frequently exempted and subsequently abused. Where possible, organizations should move away from push-
based MFA alone and adopt phishing-resistant authentication methods.

Reducing VPN exposure is equally important. Access should be limited to required IP ranges, unnecessary
services disabled, and legacy protocols removed. Organizations should regularly review whether VPN access is
still required for all users or whether access can be replaced with more granular, application-level remote access
solutions.



Implement Zero Trust Principles

Akira intrusions repeatedly demonstrate the risks associated with implicit trust following authentication.
Implementing Zero Trust principles—particularly “never trust, always verify”’—can significantly reduce
attacker mobility even after valid credentials are compromised.

This includes enforcing strong identity verification, limiting lateral access between systems, and requiring re-
authentication or additional validation for access to sensitive resources. Network segmentation should be
applied to prevent VPN-authenticated users from automatically accessing broad internal network segments.

Zero Trust is not a single product but an architectural approach. Organizations should prioritize identity-centric
security, continuous access evaluation, and least-privilege access models to reduce the impact of credential
compromise.

Isolate and Protect Backup Infrastructure

Backup and recovery systems are a primary target during Akira’s pre-impact preparation phase and must be
protected accordingly. Backup infrastructure should be isolated from domain-wide administrative access
wherever possible. Backup servers should not be domain-joined unless absolutely necessary, and administrative
credentials should be tightly controlled and monitored.

Immutable backups, offline copies, and write-once storage mechanisms should be implemented to prevent
deletion or modification by attackers with elevated privileges. Regular testing of backup restoration processes is
critical to ensure recoverability under real-world conditions.

Organizations should assume that any system accessible from the primary domain is potentially reachable by
attackers and design backup architectures accordingly.

Operational Controls

Operational controls focus on improving visibility, reducing attacker dwell time, and limiting abuse of
legitimate administrative tools.

Enable Advanced PowerShell Logging

PowerShell is a core component of Akira post-exploitation tradecraft and must be monitored accordingly.
Organizations should enable advanced PowerShell logging, including script block logging, module logging, and
command-line auditing. Logs should be centrally collected and retained for a sufficient period to support
retrospective analysis.

Particular attention should be paid to PowerShell execution under SYSTEM-level context, execution from non-
standard directories, and scripts masquerading as legitimate Microsoft services. Without proper logging, these
activities are effectively invisible.

Monitor VPN Authentication Activity

VPN logs are a critical but frequently underutilized data source. Organizations should centralize VPN
authentication logs and actively monitor them for anomalous patterns, including logins from unusual locations,



access outside of normal working hours, and authentication using accounts that do not typically require remote
access.

Session duration, concurrent logins, and sudden changes in access behavior should be analyzed in context. VPN
access followed by immediate lateral authentication attempts inside the network is a particularly strong
indicator of malicious activity.

Monitoring should extend beyond authentication success or failure and include post-authentication behavior
wherever supported by the platform.

Restrict and Govern Administrative Tool Usage

Tools such as PsExec, WMI, and remote service creation are central to Akira’s lateral movement strategy.
While these tools are legitimate, their use should be restricted to defined administrative workflows and
monitored closely.

Organizations should establish clear policies governing which systems and accounts are permitted to use remote
execution tools. Where possible, technical controls should enforce these restrictions rather than relying solely
on policy.

Unexpected PsExec usage, particularly from non-management systems or involving service accounts, should

trigger investigation. In mature environments, application control or privilege management solutions can further
reduce abuse of these tools.

Detection and Hunting

Because Akira minimizes static indicators and malware artifacts, effective detection depends on behavioral
analysis, correlation, and proactive threat hunting.

Detect SYSTEM-Level Persistence Creation
One of the most reliable early indicators of Akira post-exploitation activity is the creation of persistence
mechanisms under SYSTEM context. Organizations should develop detections for the creation of scheduled
tasks, services, or autorun entries that execute PowerShell or other scripting engines with elevated privileges.
Detections should focus on:

o Tasks or services created outside of approved change windows

» Execution paths inconsistent with legitimate Microsoft components

o Persistence artifacts created shortly after VPN authentication events
Baselining legitimate persistence mechanisms is essential to reduce false positives.
Hunt for Masquerading Services and Tasks
Akira affiliates deliberately name persistence artifacts to resemble Microsoft services. Proactive hunting should

focus on identifying services, scheduled tasks, or scripts whose names imply legitimacy but whose execution
behavior or file paths do not align with known baselines.



Examples include:

e “OneDrive” or “Update” services executing from temporary or user-writeable directories
o Tasks invoking PowerShell scripts without a clear business justification
e Services running under SYSTEM context that were recently created or modified

These hunts are particularly effective when combined with timeline analysis around initial access events.
Correlate VPN Access with Lateral Movement

Correlation across identity, endpoint, and network telemetry is critical. Organizations should explicitly hunt for
patterns where VPN access is followed closely by lateral movement activity such as SMB authentication,
PsExec execution, or RDP sessions to multiple internal systems.

This behavior is uncommon for legitimate users but highly characteristic of Akira’s validation and expansion
phase. Even a small number of correlated events can provide early warning of active compromise.

Adopt Hypothesis-Driven Threat Hunting

Rather than relying solely on alerts, organizations should adopt hypothesis-driven hunting aligned with Akira’s
known tradecraft. Example hypotheses include:

e “An authenticated VPN session is being used to enumerate internal systems.”
e “SYSTEM-level PowerShell is being used to establish persistence.”
o “Backup infrastructure is being accessed outside of maintenance windows.”

Regular hunting against these hypotheses increases the likelihood of detecting Akira activity before ransomware
deployment.

Organizational and Process Considerations

Technical controls must be supported by organizational readiness. Incident response plans should explicitly
account for ransomware scenarios involving extended dwell time and data exfiltration. Legal, communications,
and executive stakeholders should be engaged early in response planning, as Akira incidents often have
regulatory and reputational implications.

Tabletop exercises focused on VPN compromise and pre-impact detection can help identify gaps in monitoring,
decision-making, and escalation processes.

Summary

In summary, defending against Akira requires a shift from reactive, malware-focused security toward proactive
control of identity, access, and administrative behavior. Strategic hardening of VPN infrastructure, Zero Trust
adoption, and backup isolation reduce attack surface and impact. Operational improvements in logging,
monitoring, and tool governance increase visibility. Finally, behavioral detection and proactive hunting are
essential to identify Akira activity during its preparatory phases, when disruption is still possible.



Organizations that implement these controls are significantly better positioned to detect, contain, and mitigate
Akira intrusions before they progress to high-impact ransomware deployment, as emphasized throughout this
report.



14. Outlook

Akira is assessed to remain a persistent and credible ransomware threat throughout 2025 and beyond. The
group’s demonstrated ability to adapt its tradecraft in response to defensive improvements, combined with its
affiliate-driven operational model, suggests that Akira will continue to pose material risk to organizations across
sectors and geographies. Rather than pursuing technical novelty or high-risk experimentation, Akira is likely to
refine and optimize the techniques that have already proven effective, particularly those that exploit structural
weaknesses in perimeter security, identity management, and recovery architecture.

Continued Emphasis on Perimeter Compromise

Akira’s sustained focus on perimeter device compromise—especially SSL VPN appliances—is expected to
continue. As detailed throughout this report, VPN infrastructure provides a high-reliability access vector that
bypasses many endpoint-based security controls and enables authenticated access with limited initial visibility.
There is no indication that this strategy is losing effectiveness at scale, particularly given ongoing challenges
related to patch latency, credential hygiene, and MFA enforcement.

As organizations increasingly harden endpoints and improve phishing resilience, perimeter infrastructure will
likely remain a primary battleground. Akira affiliates are expected to continue exploiting known vulnerabilities
in VPN platforms, abusing valid credentials, and capitalizing on misconfigurations that allow access without
triggering meaningful alerts. Organizations that treat VPN services as static infrastructure rather than high-risk
access control points will remain particularly vulnerable.

Refinement of Post-Exploitation Tradecraft

Rather than developing new malware families or zero-day exploitation capabilities, Akira is likely to further
refine its post-exploitation tradecraft. The group’s reliance on legitimate administrative tools, living-off-the-
land techniques, and low-noise persistence mechanisms has consistently enabled extended dwell times and
delayed detection. These methods align well with current enterprise environments, where administrative activity
1s common and often insufficiently monitored.

Future Akira activity is therefore expected to emphasize improved sequencing, timing, and coordination of post-
exploitation actions rather than fundamentally new techniques. Affiliates may become increasingly selective in
how and when they escalate privileges, move laterally, or interact with sensitive systems, particularly as
detection capabilities improve in mature environments. This evolution favors patience, stealth, and operational
discipline over speed.

Increased Targeting of Virtualization and Backup Environments

Targeting of virtualization platforms and backup infrastructure is expected to intensify. As organizations
improve endpoint detection and response capabilities, attackers are increasingly incentivized to operate at the
infrastructure layer, where visibility is often lower and impact potential is higher. Akira’s existing focus on
ESXi environments and backup sabotage is likely to deepen as these techniques continue to yield high returns.

Virtualization platforms represent a particularly attractive target due to their central role in hosting business-
critical workloads. Successful compromise of hypervisors or management interfaces can enable rapid, large-
scale disruption with relatively limited effort. Similarly, backup systems remain a critical leverage point; as
long as recovery capabilities can be degraded or neutralized, extortion pressure remains high regardless of
endpoint security maturity.



Organizations that fail to isolate and rigorously monitor these systems should expect them to remain prime
targets for Akira affiliates.

Affiliate Model as a Source of Resilience

Akira’s affiliate-driven RaaS model ensures a high degree of adaptability and resilience. The decentralized
nature of affiliate operations allows the group to absorb disruptions, law enforcement activity, or defensive
improvements without significant degradation of overall capability. Individual affiliates may vary in skill level,
but the consistent baseline of tradecraft observed across incidents suggests that effective operational patterns are
being successfully propagated within the ecosystem.

This model also enables rapid experimentation at the edges. Affiliates can test new access vectors, targeting
strategies, or monetization approaches without requiring centralized approval or development. Successful
techniques can then be adopted more broadly, allowing Akira to evolve incrementally while maintaining
operational stability.

From a defensive perspective, this means that even localized successes against individual affiliates are unlikely
to materially reduce overall threat unless underlying structural weaknesses are addressed.

Implications for Defenders

The outlook for Akira underscores a broader shift in ransomware risk away from overt malware execution and
toward identity, access, and infrastructure abuse. Organizations that focus primarily on endpoint protection or
post-encryption response will continue to face elevated risk, as Akira’s most damaging activity occurs well
before ransomware deployment.

Early detection during initial access, validation, and pre-impact preparation phases remains the most effective
opportunity to disrupt Akira intrusions. This requires sustained investment in monitoring VPN usage,
administrative behavior, backup system access, and lateral movement patterns. It also requires organizational
readiness to act on weak signals rather than waiting for definitive indicators such as encryption events.

Strategic Risk Perspective

From a strategic risk standpoint, Akira should be viewed as a long-term threat rather than a transient campaign.
The group’s lack of geopolitical constraints, broad victim profile, and focus on economically viable targets
ensure a steady pipeline of potential victims. As long as exposed perimeter infrastructure, credential reuse, and
insufficient monitoring persist across industries, Akira’s operational model will remain effective.

Regulatory pressure, increased disclosure requirements, and evolving compliance frameworks may raise the
cost of incidents for victims, but there is little evidence that these factors meaningfully deter Akira’s targeting
decisions. Instead, they may increase extortion leverage by amplifying the consequences of data exposure.

Conclusion

In conclusion, Akira is expected to remain an active, adaptive, and resilient ransomware threat throughout 2025.
Its continued emphasis on perimeter compromise, legitimate tooling, and infrastructure-level impact reflects a
mature understanding of modern enterprise defenses. The group’s affiliate-driven model ensures flexibility and
persistence, allowing it to exploit common security gaps across sectors and regions.

Organizations that do not adequately secure and monitor external access infrastructure, identity systems, and
recovery capabilities will remain vulnerable to Akira intrusions. Conversely, those that invest in early-stage



detection, behavioral monitoring, and architectural resilience will be better positioned to disrupt attacks before
they progress to high-impact outcomes. This report’s findings collectively reinforce the need for a proactive,
lifecycle-oriented approach to ransomware defense, with Akira serving as a clear exemplar of the modern threat
landscape.



About Ransomwared

Ransomwared is a European-based cybersecurity initiative committed to protecting organizations against the
evolving threat of ransomware. Our mission is to disrupt the economics of cyber extortion by providing
intelligence, technology, and rapid response capabilities that empower defenders to outpace attackers.

At the core of our work is a next-generation, Al-enhanced, autonomous SOC (Security Operations Center)
that operates 24/7. This SOC continuously ingests global threat intelligence, analyzes attacker behaviors, and
autonomously correlates patterns against enterprise telemetry. By leveraging machine learning models trained
on ransomware TTPs—including those used by groups such as Akira—we provide real-time detection,
predictive defense, and automated containment actions.

How We Stay Ahead of Threats Like Akira

e Al-Driven Threat Intelligence: Our models are continuously refined with data from ransomware
campaigns, CVE exploit chains, and underground ecosystems, enabling proactive detection of new
attack variants.

e 24/7 Autonomous SOC: Operating around the clock, our SOC doesn’t just monitor—it autonomously
correlates anomalies, isolates compromised endpoints, and enforces adaptive security controls in real
time.

o Behavioral Defense: By mapping techniques to MITRE ATT&CK, we detect ransomware campaigns
even when adversaries change infrastructure, binaries, or ransom note formats.

o Continuous Learning: Every incident enriches our Al and SOC capabilities, strengthening defenses not
only for individual organizations but across the entire Ransomwared community.

Our Broader Mission

e Threat Intelligence Reports: In-depth CTI reporting (like this Akira analysis) that provides technical,
operational, and strategic insights.

e Vulnerability-to-Exploit Correlation: Automated pipelines that link CVEs with ransomware
campaigns within hours of disclosure.

e Resilience by Design: Guidance for implementing Zero Trust, immutable backups, and robust incident
response frameworks.

Our Vision

We believe the fight against ransomware will not be won by reacting to incidents, but by out-automating
adversaries. By combining advanced Al, a 24/7 autonomous SOC, and a culture of open intelligence sharing,
Ransomwared helps organizations move from reactive defense to proactive resilience—ensuring that
ransomware groups like Akira lose their strategic advantage.

For more information, resources, and access to our threat intelligence services, visit:
www.ransomwared.eu



